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Introduction

This document provides a detailed installation guide for the ActiveNav Discovery Center and
Discovery Workbench applications. To install other applications and components, refer to their

specific documentation.

Note Software Hardware

Key:

Roles/Users Syntax/Config

System Overview

Discovery Center comprises a range of component applications and supporting services provided by Microsoft SQL Server. The main

components are Discovery Center, SQL Server Database, SQL Server Analysis (SSAS), and Discovery Center Workbench, outlined in

the diagram below:

1. SQL Server Database

The SQL Server Database stores the results of all indexing

and analyses, action logs, and configuration settings.

2. SQL Server Analysis (SSAS)
Supports interactive reporting by providing a reporting
database.

3. Discovery Center

Discovery Center is a web application delivered via

Microsoft Internet Information Services (1IS) that manages

the indexing and analyses of files in source repositories and

delivers reports and actions across index results.

4. Discovery Center Workbench

Design, build, and test classifications for deployment to the

Discovery Center, all from the Discovery Center
Workbench.

SQL Server Relaticnal Database

SQL Server Services

IS

File
Shares

Discovery Centey
Scheduler Service

Discovery Center Services

Exchange SharePeint

&

Other
Repositories

[ owos W crs 2

Application

Discovery Center 1IS Web

3

SQL Server
Analysis
Services

o

Web Browser

End User Applications

Discovery Center
Workbench

Note: The system must be architected and provisioned according to the project's scale to ensure optimal performance.
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Pre-Installation Requirements

Speuﬂcatlgr?s and ] [ Pre Install Config ] [ Install Discovery Center ] [ Install Workbench ]
Prerequisites Designer

Specifications and Prerequisites

Outlined below are the minimum hardware specifications and prerequisite software requirements for a Discovery Center deployment:

Note: For large data volumes, working with the minimum specifications may lead to poor performance or a slow responding system.

Choosing Overall Configuration

Depending on your system requirements, you need to choose either a Local, Remote, or Fully Distributed database configuration

for Discovery Center and its components.

Local

Installing the SQL Server components and the Discovery Center on the same server offers good performance, reducing the potential for

network connectivity issues between Discovery Center and SQL Server but will likely cost more for SQL assets.

Note: The server size must be at least the sum of the sizing for the Discovery Center, and the SQL Server Hosts to accommodate both.

Remote

Discovery Center supports a remote SQL Server instance whether deployed on a dedicated server to support the Discovery Center or
as part of a shared SQL Server instance. For large deployments, this configuration spreads the database and analysis loads. A well-

provisioned SQL Server instance is likely to result in a more responsive deployment for a given investment.

Fully Distributed System

Deploying a system where Discovery Center, SQL Server, and SQL Server Analysis Services are each hosted by a dedicated
server will accommodate vast amounts of data. However, additional configuration is required to support authentication between each

component.

Note: Review the information in Appendix 7: Additional Configuration for Fully Distributed Configuration before installation to ensure

this configuration‘s requirements can be met and then follow the steps outlined after installation to enable the system‘s correct

operation.

Discovery Center Capacity Planning

ACTIVENAV.COM 5 o



Pre-Installation Requirements

Speuﬂcatlgr?s and Pre Install Config Install Discovery Center Install Workbench
Prerequisites Designer

Managing capacity of ActiveNav Discovery Center post-deployment is critical to long-term reliability and manageability. Some questions
to consider are:

e Do | need to deploy an additional instance of Discovery Center?

e Do | have enough disk space, cores, and memory allocated on my servers?

The key factor for managing a deployment is the maximum number of Files Under Management (FUM) for each Discovery Center
instance. Since most customers cannot determine that number pre-deployment and before the first skim, it is best practice to plan based
upon Volume Under Management (VUM) with an assumption that each TB of content consists of roughly 1 million files. For situations
where this assumption does not hold, resources provisioned should be increased or decreased proportionately, with due consideration
given to adding more Discovery Center instances if required (see below).

SQL Server

Due to the intensity of textual analysis on a SQL Server, dedicated SQL instances are generally recommended. An under-specified SQL
Server instance will result in a poorly performing or failing Discovery Center activities:
e Disk Space - Disk space allocation is a critical resource due to database size and transaction log growth. Database size is
driven by FUM.
e RAM - Insufficient RAM for the SQL host will result in an unresponsive database which may cause timeout or processing
errors and potentially causing data corruption. Lack of RAM will result in poor reporting performance.
e Processor Cores - Too few processor cores will result in an unresponsive database.

Discovery Center Application Hosts

Discovery Centers need to be located close to geographically distributed content or where large volumes of content need to be
indexed. Discovery Center hosts can be physical or virtual machines and the following should be considered when planning their
specification:

e Processor Cores - Too few processor cores will cause poor responsiveness in the web application. Additional cores will
allow some index processing to occur in parallel, improving index analysis performance. It is assumed that for deployments
with higher file counts, the analysis threads will be increased accordingly.

e RAM - Insufficient RAM will cause poor responsiveness in the web application.

e Disk Space - Disk space allocation will increase based on the classifications of larger indices, which drives the size of the
search data held for indexes, which is required for classification. Disk space will also be needed for application logs and the file
cache. Application logs can be deleted based on the system administrator’s discretion, and file cache size will be dependent on
the analysis thread count setting.

Multiple Discovery Centers

When Discovery Center is deployed in data centers that host large volumes of data to be analyzed, multiple Discovery Center SQL
(index) databases can share a SQL server. ActiveNav recommends no more than four (4) index databases per SQL server. Disk space
and compute resources should be scaled to support multiple Discovery Center instances.

Databases should follow a naming convention to provide clarity on the different instances that will be hosted on the SQL server.
The Discovery Centers application should always be hosted on dedicated servers, even in sites with multiple instances.

ACTIVENAV.COM 6 o



Pre-Installation Requirements

Speuﬂcatl(.)r?s and Pre Install Config Install Discovery Center Install Workbench
Prerequisites Designer

Hardware Specifications

The specifications outlined below include minimum Windows Server OS requirements, based on the assumption that only Discovery
Center applications and services are running on each server.

Note: When deploying Discovery Center and its SQL Server Database on to the same server, add together the CPU cores, Memory,

and Hard Disk requirements for each server to provide sufficient capacity.

The table below displays the recommended resources for application and SQL environments based on estimated file counts. Compute
resources should be increased as Files Under Management (FUM) grows.

Application Server (each) DC SQL/SSAS Server TempDB (GB)
Size: Files (m) | Disk (GB) | Cores RAM Instances| |Databases| Disk (GB) | Cores RAM Data Log
S:upto25 200 4 8 1 1 250 4 8 25 25
M: 25-75 400 4 16 1 1 300 4 8 50 50
L: 75- 100 600 8 16 1 1 400 8 16 100 100

TempDB sizing estimates if not using autogrow setting.
Under-resourced environments risk reduced performance and/or responsiveness.

Capacity limits of a Discovery Center instance are based on the deployment model being used. Application server cores can be added to
support more analysis threads for increased text content analysis performance, and SQL Server cores can be added to improve system
responsiveness and performance for reporting.

Although Discovery Center does not have a hard limit on the number of files a single instance can manage, exceeding the upper limit of
100M files is not recommended by ActiveNav as performance will degrade.

Adding Discovery Center Instances

There may be times when additional Discovery Center instances need to be deployed to address capacity issues.

A planned Cap-and-Grow methodology is a recommended best practice where possible. Determining a threshold of when to add
additional Discovery Centers can prevent load-balancing index migration exercises.

In over-capacity situations, the need to move indexes from one Discovery Center to another may be required to reduce the capacity of
a Discovery Center instance.

Consideration & Recommendations:
e Moving indexes between Discovery Centers:
o Move high-priority indexes or locations planned to be re-indexed post remediation.
o Indexes should be removed from the original Discovery Center if they are moved to a different/new Discovery Center to
avoid incorrect or double reporting.
= Server level hosts can be removed from the Discovery Center Network Map which will subsequently remove all
indexes from the Discovery Center while retaining Activity History and Actions Audit files. Any metadata manual
Markup will have to be reapplied to the re-indexed location.
= Specific paths can be deleted from the Indexing Overview.

ACTIVENAV.COM 7 o



Pre-Installation Requirements

Speuﬂcatlgr?s and ] [ Pre Install Config ] [ Install Discovery Center ] [ Install Workbench
Prerequisites Designer

|

o If using the Discovery Center Management Reporting Database (MRD), the MRD should be reprocessed on both the
original and destination Discovery Centers.

e SQL instances with multiple databases should process the reporting databases sequentially. Processing in parallel can exhaust
the transaction log capacity.

Application logs should be deleted periodically to recover disk space on the application server. Retain only what you think you need.
Client Applications

The specifications outlined below include minimum Windows OS requirements for workstations used to install and run Discovery
Center client applications such as the Workbench and Regex Validator Windows Desktop applications.

Processor 64-bit quad-core
Memory 4GB RAM
Hard Disk 2GB
ACTIVENAV.COM 8 ®



Pre-Installation Requirements

Speuﬂcatlgr?s and ] [ Pre Install Config ] [ Install Discovery Center ] [ Install Workbench ]
Prerequisites Designer

Software Prerequisites

Discovery Center SQL Server Database Requirements

Microsoft SQL Server 2012 or later, with the latest service packs and installed components and services:

SQL Server Database Engine Services
SQL Server Analysis Services (SSAS)
Client Tools Connectivity
Management Tools — Basic

Management Tools — Complete

Configuration for SQL Server

The SQL Server Analysis Services Instance must use a multidimensional model (Tabular and PowerPivot models are not

supported).

Discovery Center Server

Windows Server 2012 or later with the latest service packs with the following features and server roles enabled:

Most modern browsers
Microsoft .Net Framework 3.0 or 3.5 Server Feature
Microsoft .Net Framework 4.7 or later

Internet Information Services (lIS)

The Microsoft Universal CRT package must be available on the Discovery Center Server; this is a standard component for
Windows 10 and Server 2016.

Note: For earlier versions of Windows, it can be installed via Windows update; see https://support.microsoft.com/en-

gb/help/2999226/update-for-universal-c-runtime-in-windows.

ACTIVENAV.COM 9 o
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Speuﬂcatlgr?s and ] [ Pre Install Config ] [ Install Discovery Center ] [ Install Workbench ]
Prerequisites Designer

The Discovery Center requires the SQL Server Feature Pack Components listed below (regardless of SQL Server version) for
installation and operation. Download them from here: https://activenavcustomerportal.blob.core.windows.net/an4-release-
software/AN%20436%20SQL%20Server%20Prerequisites.zip:

Microsoft System CLR Types for SQL Server 2014 x86 Package*

Microsoft System CLR Types for SQL Server 2014 x64 Package

Microsoft SQL Server 2014 Shared Management Objects x86 Package*

Microsoft SQL Server 2014 Shared Management Objects x64 Package

Microsoft SQL Server 2014 Analysis Services (ASAMO) OLE DB Provider x64 Package
Microsoft SQL Server 2014 ADOMD.NET x86 Package*

Microsoft SQL Server 2014 Analysis Management Objects x86 Package*

Microsoft SQL Server 2014 Analysis Management Objects 64-bit Package

Microsoft SQL Server 2012 Native Client 64-bit Package

* You must install the 32-bit versions of these packages even if your system is 64-bit.

Note: If SQL Server is installed locally, then some of these components may already be present. Check before installation to avoid

errors due to their absence.

If the chosen system architecture utilizes separate hosts for the Discovery Center and SQL Server, then the SQL prerequisites should be

applied to both systems.

Client Application Workstations

Windows 8.1 or later
Most modern browsers

Microsoft .Net Framework 4.7 or later

Note: Running the Discovery Center user interface within multiple browser sessions, from a single client workstation, may cause it to

become unresponsive. To remediate this, excess instances of the user interface should be closed.

ACTIVENAV.COM 10 o
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Prerequisites Designer

[ Pre Install Config ] [ Install Discovery Center ] [ Install Workbench ]

Network Connections

Discovery Center‘s performance is dependent on the quality of network connections between its components.

Discovery Center <-> SQL Database Server:
Must be on the same Network Switch

High Performance 1GB Ethernet with <1ms Latency

Discovery Center <-> Repository:
LAN Quality <50ms Latency

Discovery Center <-> Client Applications:
LAN Quality <50ms Latency

Virtualization

Discovery Center works well in a virtualized environment. SQL Server and its host must be configured per Microsoft and the relevant
virtual host recommendations.

ACTIVENAV.COM 11 o



Pre-Installation Requirements

Speuflcatl(.)r?s and ] [ Pre Install Config ] [ Install Discovery Center ] [ Install Workbench ]
Prerequisites Designer

Pre-Installation Requirements

The following items and information are required during the installation process and initial configuration of ActiveNav.

Windows Accounts and Groups

Installation User Account

The installing user account must have rights to install software and configure IIS

IS Administrators rights
SQL Server rights*
SSAS rights*

*See SQL Server Configuration for further information

User Roles

Create the following groups on your Domain Controller and assign users as necessary.

ActiveNav System Administrator
Discovery Center Network Map and Systems Settings Tabs. After installation, any user account that is a member of the local

administrator‘s group will be assigned to this role.

ActiveNav Administrator

Discovery Center Indexes and Metadata Tabs.

ActiveNav Information Manager

Discovery Center Areas of Interest and Reporting Tabs.

ActiveNav Reviewer

Discovery Center Reporting tab with restricted capabilities.

ACTIVENAV.COM 12 ]



Pre-Installation Requirements

Speuﬂcatl(.)r?s and Pre Install Config Install Discovery Center Install Workbench
Prerequisites Designer

Service Accounts

Create two or more accounts to control the Discovery Center services.

Scheduler Service
This user (e.g., ANScheduler) can be given read access for the data files to be indexed, OR specific credentials can be provided to
Discovery Center. Successful installation and operation of the Discovery Center application requires the following rights:

Logon As A Service for Discovery Center host server

SSAS host login rights

This is normally available by default. In tightly controlled environments, ensure this is checked in advance to ensure that the Process

Reporting Database task can access SQL data.

Discovery Center Web Application Service
This account (e.g., ANWebSite) will be used to run the Discovery Center web application and restrict access to the Discovery Center
temporary files and database. Successful installation and operation of the Discovery Center application requires the following rights:

Allow log on locally for Discovery Center host server

Choosing Between Local Computer and Domain Accounts

Discovery Center can be configured to use service accounts, either in a Windows domain or as local computer accounts. This choice
will affect options for managing user access to the Discovery Center user interface.

Local Computer

This will prevent groups defined in the local domain from accessing the Discovery Center. These must be configured as local groups on
the Discovery Center server. Alternatively, local computer or domain user accounts can be added explicitly to Discovery Center roles
via the User Access Tab.

Domain Accounts

The Discovery Center host server must be joined to the appropriate domain to allow users to use existing domain accounts to
authenticate with the Discovery Center user interface. This allows the server to successfully validate user credentials when users attempt
to log in to the system.

Note: For installations joined to a domain, domain service accounts must be used to avoid authentication and authorization problems.

Using a database server separate from the Discovery Center will require domain accounts to support authentication.
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Pre-Installation Requirements

Speaflcatlc.)r)sand ] . [ Pre Install Config ] . [ Install Discovery Center ] . [ |nsta||Workbench
Prerequisites Designer

|

Validate Configuration for a Fully Distributed Deployment

When planning a fully distributed configuration (i.e., Discovery Center, SQL Server, and SQL Server Analysis Services are installed on
independent systems), review the requirements in Appendix 7: Additional Configuration for Fully Distributed Configuration to ensure
that this configuration can be supported.

This configuration involves communication between components, as shown in the diagram below. To produce reports, the Discovery
Center must be able to access data from SSAS via SQL Server, creating a situation known as Double Hop Authentication
requiring SQL Server to present credentials from the Discovery Center service accounts to the Back End Tier.

SQL Server
SQL Server Analysis
Services

Discovery
Center

Internet Information Services

The Discovery Center host server requires the IIS role. Using Windows Server Roles Service Manager, add the following role
services:

Common HTTP Features: Application Development:
Default Document NET Extensibility

HTTP Errors ASP NET

Static Content ISAPI Extensions

HTTP Redirection ISAPI Filters

Health and Diagnostics: Management Tools:

HTTP Logging [IS Management Console

[IS6 Metabase Compatibility
Security:
Request Filtering

Windows Authentication

ACTIVENAV.COM 14 ( )



Pre-Installation Requirements

Specifications and

Prerequisites

»

Pre Install Config

.NET Framework

. Install Discovery Center .

Install Workbench
Designer

1. The Discovery Center host server requires .NET 4.7 or later to be installed, and .NET Server Features enabled with
Windows Communication Framework as shown below (Windows Server 2012 R2 is shown).
DESTINATION SERVER
Se|eCt fe atU reS Toadfish_pond.private_activenavigation.com
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
S Selecti i
Srusrsssaton b [H] .NET Eramework 3.5 Features (1 of 3 installed) |0 VE| Framework 4.5 provides a
Server Roles : - - comprehensive and consistent
vork 4.5 Features (4 of 7 installed) programming model for quickly and
.NET Framework 4.5 (Installed) easily building and running
e ™ applications that are built for various
: _Tﬁ_l 3 (Installed) platforms including desktop PCs,
4 [B] WCF Services (2 of 5 installed) Servers, smart phones and the public
HTTP Activation (Installed) and private cloud.
O Message Queuing (MSMQ) Activation
[] Mamed Pipe Activation
[] TCP Activation
TCP Port Sharing (Installad)
—
[N Background Intelligent Transfer Service (BITS)
Note: Server feature dialogs will show different versions of .NEET according to the specific operating system version in use.
On Windows Server 2012, the options should be set in the .NET Framework 4 folder.
2. Enable (or confirm) that ASP .NET 4 applications can run. To do this, open IIS Manager and edit ISAPI and CGI
Restrictions for the installation.
@ ) [ anvosT » @ < @
f Fil; View Help
‘ 10-' =] | | % ANHOST Home | Open Feature
Filter: v W Go - (ShowAll | Groupby: Area 2 ‘ Manage Server
ASP.NET ~ ] || @ Restart
= — 2 b Stert
2 < ¢ 9 »
NET ‘_ NET -NE::‘" NET ~NSVL';’5' ‘l;:’:ii‘:;i:" View Application Pools
View Sites
E », T
\ e Change .NET Framework
= & R & B e
Connection MachineKey Pagesand  Providers Session State SMTP E-mail o GetNewWeb Piotionn
Strings Controls - e
s ~ © Hep
B [ 9 o B @
Authentic... Authorizat.. Compression  Default Directory  Error Pages
Rules Document  Browsing
B & 2 & o
Failed Handler HTTP HTTP IP Address | ISAPI and —
Request Tra... Mappings Redirect Respon... and Doma... Cal
% I ricions
O 8 = H =
ISAPIFilters  Logging  MIME Types  Modules Output Request
Caching Filtering
‘ =
Senver URI Rewrite  Warker 2
Al 0 [ 15| [EFeatures View i3 Content View
| Ready B
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Locate the restrictions in place for NET 4 and set each to Allow, as shown below.

o

mf;ngANHOS‘r>

File View Help

ORI
it Pag
82 ANHOST (ANHOST\administ
! Application Pools
b8 Sites

<| [0 >
G i ‘localhost icatii

q‘ﬂ ISAPI and CGl Restrictions

Use this feature to specify the ISAPI and CGl extensions that can run on the Web server.

Group by: No Grouping d

Description

ASP.NET v2.0.50727
ASP.NET v2.0.50727
ASP.NET v4.0.30319
ASP.NET v4.0.30319

@ The CGI module is not
installed. You can specify
CGl applications that are
allowed to run, but they will
not be able to run until the

icrosof
Microsoft SharePoint Foundation 2010
Microsoft SharePoint Foundation 2010
Microsoft SharePoint Foundation 2010

= Restriction Path | CGI module s installed.

Rllowed C\Wiindows
Allowed C:\Windows)
Allowed CAWi Add..
Allowed C:\Windows\ Deny

arePomt Foundation 2010 Alowed T Program Edi..
Allowed C:\Program XK Remove
Mone C\ragram Edit Feature Settings..
Allowed CAP f

9

<] u >
[ Features View ||.% Content View
.config

© Help

SQL Server Configuration

Verify the Discovery Center SQL Server and SSAS configuration as follows:

1. Confirm that the SQL Server Configuration Tools are installed.
2. From SQL Server Configuration Manager, note the machine names and instances for SQL Server and SSAS.
3. Note the Windows service account names for SQL Server and SSAS.
4. Confirm the SQL Server instance is configured to provide Windows Authentication Mode (also known as Integrated
Security).
5. Using SQL Server Configuration Manager, confirm that Shared Memory, TCP/IP and Named Pipes protocols are
enabled for SQL Server Network Configuration (see below).
File Action View Help
CEYEEIEEY
ﬁ SQL Server Configuration Manager (Local) Protocol Name Status
B SOL Server Services m
_E_ SQL Server Network Configuration (32bit) %~ Named Pipes Enabled
3 Q SQL Native Client 11.0 Cenfiguration (32bit) Y=TCP/IP Enabled
4 Q L Native Client 11.0 Configuration
2. Client Protocols
Q Aliases
ACTIVENAV.COM 16
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Assign SQL Server Privileges to Installation Account

The user running the Discovery Center installer should be:
=  Assigned the SQL Server sysadmin role in SQL Server

= Be a member of the System Administrators group for the SSAS instance

*After installation or upgrade, the installing user can have these privileges revoked.

The Discovery Center installer must do the following:

1. Create or use a number of logins for the SQL Server.
2. Create and configure a SQL database and SSAS cube.
3. Makes settings required to support the required SQL CLR assemblies.

Users with SQL Server administration privileges will be in the sysadmin role, shown in SQL Server Management Studio:

4

5 Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help

P~ - (T @ | Q) NewQuey [y pd i (| # a9
Object Explorer v X
Connect~ ¥ ¥ m [ 2] .5

S IR ot N | % |ActiveNav4 |

erver 12.0., administrator]

* L Dotabases
= (3 Security
% [J Logins
= (3 Server Roles 4o
a: bulkadmin O Resdy
¥4 dbcreator
o8 diskadmin Select a page :-s Seript ~ Lh Help
¥4 processadmin % Members
M public
8 securityadmin
ﬂi serveradmin

setupadmin Members of this role:
¥ sysadmin | Role Members
# [ Credentials

Server Role Properties - sysadmin

Server role name: lsysadmin ]

@ GF C b Dy d Ce
5 08 A %) ANHOST (A, WIN-QE41KBQD17G\Administrator
@ G Server Audit Specifications [ANHOST\administrator] (A NT SERVICE\SQLWriter

% (13 Server Objects (A NT SERVICE\Winmgmt

# [ Replication (| NT Service\MSSQLSERVER

# [ AlwaysOn High
# [ Management
# [ Integration Services Catalogs

[ SQL Server Agent (Agent XPs disabl

View connection

Progress
Ready

|| NT SERVICE\SQLSERVERAGENT
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Users in the SQL Server SSAS System Administrator role will appear in SQL Server Management Studio, as shown below:

4 Microsoft SQL Server \ Studio (Admini ) [-To]
File Edit View Debug Tools Window Help
Pl (S @ A Newuey Qi | 6 D9 -0 -85 & » (3 | ActiveNava_2 ”
Object Explorer - 3 X
Connect~ ¥ 3) m [ ] .5
= [ ANHOST (SQL Server 12.0.2269 - ANHOST\administrator) | 82 Analysis Server Properties =[]
% [ Databases Salcta
page ’
% (@ Security # Information B som ~ e
% [ Server Objects A General
% [ Replication - /Coliation The server isusedto grant de securty privieges to a user o a group of
% (3 AlwaysOn High Availability users.
% [ Management Server administrators:
% (23 Integration Services Catalogs 0T
2 SQL Server Agent (Agent XPs disabled)
ANFIOST (Microsoft Analysis Server 12.0.0000.6 - ANHOS
% [ Assemblies

SQL Server Logins

The accounts that run the following services must be able to login to the SQL Server (relational) database to allow Discovery Center to
operate.

Discovery Center Scheduler service account

Discovery Center Web Application service account

ACTIVENAV.COM 18 o
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Installing Discovery Center

Before starting the install, gather the required information and check prerequisites (See Appendix 1: Installation Checklist and Notes).

Download the installer for Discovery Center 4.17.0 from the ActiveNav support site https://support.activenav.com.

Once signed into the support website, click on Downloads, then click on Discovery Center 4.17.0 under Product Downloads.

The Discovery Center 4.17.0 zip file contains:
ActiveNav Discovery Center software

ActiveNav Discovery Center Workbench Application

Run the setup wizard (using the installing user account), follow these steps to start the ActiveNavigation.Setup.msi file:

1. Discovery Center host server: Open Services and confirm the IIS Admin Service is running.

[ TTYPCr-V TITTE SyNCNTOMZaton serviee SYTICTTOMZeS ... TVIanaar LIy,
»f.;}; Hyper-V Virtual Machine Management Managements.. Running  Automatic
"’~ Hyper-V Volume Shadow Copy Requestor Coordinates the... Manual (Trig... |

E{ 1IS Admin Service Enables this ser.. Running  Automatic

IKE and AuthlP IPsec Keying Modules The IKEEXT serv... Running  Automatic (T...
& IncrediBuild Agent Reports Agents... Running  Automatic

2. Discovery Center host server: Navigate to Start, open a command prompt with elevated privileges using the Run as an

administrator option.

Search

Everywhere v
command Prompt n

fen— Command Prompt
Pin to Start
Unpin from Taskbar

Open in new window

Run as administrator
Open file location

3. Discovery Center host server: Run the following command:

msiexec /package <ActiveNavigation.Setup.msi> /I* <install.log>
Replace <ActiveNavigation.Setup.msi> with the name of the downloaded Discovery Center msi file and replace

<install.log> with the name of the log file that will be created.

4. Follow the directions provided by the setup wizard. The wizard will check for several prerequisite items and provide an error

notification if they cannot be located.


https://support.activenav.com/
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5.

ﬂ Active Navigation Discovery Center Setup - X

Dlscovery Welcome to the Active Navigation
CenTer Discovery Center Setup Wizard

The Setup Wizard will install Active Navigation Discovery
Center on your computer. Click Next to continue or Cancel to
exit the Setup Wizard.

@09 ®Active
Navigation

cons

Read and accept the License Agreement by checking the box and then clicking Next (or cancel as appropriate).

6. Product Features allow you to skip specific parts of the installation if they are not needed. Seek advice from ActiveNav

Support before electing to omit any part of the installation.

ﬂ Active Navigation Discovery Center Setup X
Product Features D iscovery
Select the way you want features to be installed. C e nT er

Click on the icons in the tree below to change the way features to be installed.

A The complete package.

This feature requires 8182 KB on

) your hard drive. It has 7 of 7
Document Conversion g subfeatures selected. The
DuplicationReportBuilde! subfeatures require 256 MB on your

Reports And SSAS v hard drive.

Location: C:\Program Files\Active Navigation\Discovery Center Browse

Reset Next > Cancel
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7. Use the Browse button to enter any custom locations required for the search data, file cache, or log file locations. By default,
these will be created within the Discovery Center directory, as shown in the Working File Locations dialog. Provide

alternate locations to distribute the working files between disks for performance or storage space reasons.

ﬁ Active Navigation Discovery Center Setup - X

Working File Locations Di scovery
Locations for data and temporary files C e n-l- er

Classification data location
Browse

k:‘Program Files\Active Navigation\Discovery Center\SearchData\ ]

File cache location -

IC:‘Program Files\Active Navigation\Discovery Center\FileCache\ |

=
e

k:‘Program Files\Active Navigation\Discovery CenterV.ogs\]

Active Navigation Discovery Center creates log files and temporary data on disk during
operation. In a default installation these will be in locations within the install folder. You can
choose alternative locations here, for example to choose locations with more free space
than is available in the install folder. See the installation guide for more information.

o [T] | o

8. Provide username and password for the Windows account to be used by Discovery Center Scheduler Service.

Note: Ensure that the account has been assigned Logon as a Service rights to enable account validation to succeed.

ﬁ Active Navigation Discovery Center Setup = X

Scheduler settings Discovery
Set scheduler service identity C e n 1. e r

Enter scheduler service account details

Username must be in form 'DOMAIN\Username' or 'COMPUTERNAME \Username'

Username “AN;TestService |

Password I]ooooonoo ]

Itis recommended that you create a service account on your Domain Controller that has
permission to read and write to all of the file shares that you expect to work with. Alternatively
you can choose an account with lower privileges, but then you will have to specify a user name
and password for each index that you create in Active Navigation.

< Back Next > Cancel
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9. Enter details for the database instance:

ﬂ Active Navigation Discovery Center Setup - X
SQL Server settings D i scovery
Enter the SQL Server instance and database names C e nTer

Enter SQL Server instance name

== |

Enter database name

|AcﬁveNavigaﬁonDiscoveerenter |

< Back Cancel

a. Enter the SQL Server Instance name in the form of <database server name\instance name>.
b. Enter a database name that Discovery Center will use. If using a non-default, static port, append a comma and the
desired port after the instance name.
Note: For multiple Discovery Center instances, ensure that the database names uniquely identify each one (e.g., AN1,
AN2, etc.). This name will also be used for each SSAS reporting database.
10. Enter the Analysis Services instance name in the form of <server name\instance name>. If using a non-default, static

port, append a comma and the desired port after the instance name.

ﬂ Active Navigation Discovery Center Setup - X
SSAS Instance (Reporting Database) D i sc overy
Enter the SQL Server Analysis Services (SSAS) instance name C e n Ter

Enter Analysis Services instance name

|

<Bok Conce
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11. Select the Create new site option, then click Next.

Note: For a deployment to an HTTPS web site see Appendix 2.

ﬁ Active Navigation Discovery Center Setup X

Web site settings Discovery
Create new web site or select existing one C e nTer

(®) Create new site

(O Select existing site

Back Cancel

12. The IS web site details and application pool details will be populated by default. Do not change these unless you need to

meet specific installation requirements.

13. Enter your Username and Password for the Application Pool (the service account to be used by the Discovery Center web

application). The website will use this account to access the Discovery Center database.

f,l Active Navigation Discovery Center Setup - X

Web site settings | D i scovery
Enter new web site settings C e n T er

Application Pool
Create ASP.NET 4.0 pool with this suffix

|ActiveNavigationDiscoveryCenter

Enter account details for Application Pool

Username [AN\TestAppPool | Password [ eeeesess |

Site Settings

Site name |ActiveNavigationDiscoveryCenter

Site port 305

Physical path C:\inetpub\wwwroot\AN40web\

Browse
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14. The local machine Administrators group will be assigned the Discovery Center System Administrator role by default.
Provide a different Windows group if required.
Note: A member of this group of users is responsible for applying the Discovery Center License file after a clean installation

and assigning roles to any additional users.

# Active Navigation Discovery Center Setup = X
Default User Roles Discovery
Active Navigation System Administrator Group C e nTer

[DISCOVERY\Administrators |

(O System Administrator role only

l (® All Active Navigation roles I

By default the Administrators group for the local machine will be made a member
of the Active Navigation System Administrator role. Users in this group will be able
to access the Active Navigation server using a web browser to set up the other
users of the system. You can change the group used here, and optionally add this
Windows group as a member of all Active Navigation roles if that is required.

Select the All Active Navigation roles option; this will assign the chosen group to all Discovery Center roles ({f this is

not selected, the group will have to delegate these responsibilities to themselves after installation).
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15. Verify all the settings entered before the install takes place, then click Next.

ﬁ Active Navigation Discovery Center Setup - X

Setup Summary DiSCOVerY
Center

Install Location
C:\Program Files\Active Navigation\Discovery Center\

Classification Data Location
C:\Program Files\Active Navigation\Discovery Center\SearchData\

File Cache Location
C:\Program Files\Active Navigation\Discovery Center\FileCache\

Log Files Location
C:\Program Files\Active Navigation\Discovery Center\Logs\

Application Pool Identity Scheduler Service Identity
AN\TestAppPool AN\TestService

Database Instance SSAS Instance

localhost localhost

Database Name

ActiveNavigationDiscoveryCenter

Site Name Site Application Pool Site Port
ActiveNavigationDiscoveryCenter ActiveNavigationDiscoveryCenter ~ 805

Site Physical Path
C:\inetpub\wwwroot\AN40web\

System Administrator Group Roles for Group
DISCOVERY\Administrators All Active Navigation roles

= e

16. Click Install to setup the Discovery Center, its database, and all other supporting assets.

ﬂ Active Navigation Discovery Center Setup - X

Ready to install Active Navigation Discovery Center Dlscovery

Center

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

=

17. Installation progress will be indicated on the installation status bar and summary text. Click Finish when complete.
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Discovery Center Post-Installation Functional Checks

Run the following tests once the installation is complete to ensure that the installation is configured correctly:

2.

3.

Open Discovery Center from your internet browser http://localhost:805 and enter your credentials if prompted.

Note: You may need to modify your browser security settings and add the Discovery Center to the list of trusted sites.

After a successful installation, log on as the user assigned the System Administrator role. When logging into the Discovery

Center for the first time, the system will need to be activated. The License Management Page will be displayed; click Apply

License File and follow the prompts to activate the system.

B <3| B Discovery Center - Licer x [ = = o x
&« O @ localhost:205/Admin/Licensing.aspx # *= 7

58

License Summary

Active Navigation is not currently licensed. Please apply a valid license file.

Machine Key: CAOFSDAF

Apply License File

To apply a valid license file please use the ‘Apply License File' button.

0

@80 ®ActiveNavigation

If the License is accepted, a summary of the licensed features will be displayed. If errors are encountered during these steps,

check the post-installation requirements provided in Appendix 1: Installation Checklist and Notes.

B B O Discovery Conter-licer X |4+ ——
« O @ focanort ry—
Discovery Center

rome || Metwork map EECERREITY metadata  Indexes  Activity | Reporting and Actions.
| TR e s | oo amgement ey

Welcome W APTOPackt [  Hanage o

License Summary

© Tagnd igae © et Aripis © CustomRules [y —— © lanagernent Reprting

ssitionat connector technology by Seetnity ©

Complete Initial Set Up

If all the following steps have been completed, the installation was a success. For further information, refer to the Discovery Center‘s

documentation by clicking on the Help on the right side of the Discovery Center Interface.

woN o=

4.

Note the URL for the Discovery Center; this will be needed when installing client applications.

Configure Discovery Center roles.
Build a Network Map and schedule Network Discovery.

Run a test index.

Generate a test report to validate the configuration


http://localhost:805/
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Discovery Center Workbench is usually installed on a client machine and requires network connectivity to a Discovery Center instance.

Locate and run the DiscoveryCenterWorkbench.msi installation file and follow the prompts.

1.

2. In the General Settings window, when prompted for the Active Navigation 4 Server URL, enter the Discovery Center
installation URL using the following format http://servername:port/.

3. Select the “Use SSL Client Certificate Authentication” checkbox if Workbench should authenticate with Discovery

Center using client certificates or smart cards. This requires the certificates to be present in the user’s personal certificate store

*

General Settings o0 ! ACTiVe
Navigation

ﬁ Discovery Center Workbench

Flease setthe address of your Active Navigation 4 Server

Active Mavigation 4 Server URL
||http:fﬂlocalh05t:805 |

ID Use 551 Client Certificate Aulhenticatiunl

4. Unless you wish to change the install location, accept the default install folder, and choose whether to install for all users of this

computer or just the current user.

#5 Discovery Center Workbench - o
Select Installation Folder ®O A Ac!ive
Navigation

The installer will install Discovery Center Workbench to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files (x86)\&ctive Navigation\Discovery Center Workben

Browse...

Disk Cost...

Install Discovery Center Workbench for yourself, or for anyone who uses this computer:

O Everyone

Cancel < Back
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5. Confirm the install by clicking Next, followed by Close upon completing the install.

Launch the Discovery Center Workbench application and check the results of an index run to test the Discovery Center installation.



Appendix 1: Installation Checklist and Notes

Pre-Installation Requirements and Information

Windows Accounts Discovery Center Host Server Configuration

= I|dentify the installing user account (the user
account will be used to run the installer).

It will require SQL Server sysadmin, SSAS
Server Administrator, lIS Administrator
rights.

*  Provide Windows service account for
Discovery Center Scheduler Service. Name
as required (or ANScheduler) and grant with
Logon as a Service rights. During installation
the account will be granted:
dbo, datareader, and datawriter roles to the
SQL Server database.

ANProcessor role on the SQL Server SSAS
database.

*  Provide Windows service account for
Discovery Center Web Application. Name
as required (or ANWebApp). During
installation the account will be granted:

Full Control permissions on the AN40web
folder only.

Datareader and datawriter roles to SQL
Server database.

ANprocessor role on SQL Server SSAS

SQL Server Security

Confirm presence of SQL Server logins for the
SSAS service accounts. Set up these logins if they
do not exist.

SQL Server Configuration

Configure SQL Server network protocols for use of

Shared Memory, Named Pipes and TCP/IP.

Enable Windows Server 4.X.Net Features including WCF
Activation (See .Net Framework).

Install NET 4.7 or later.

If using SSL and HTTPS:

Create a valid security certificate.

Create an IS website with HTTPS binding and apply the
certificate.

Add the IIS role to the Discovery Center. Add the following role
services to the IIS role:

Windows Authentication

Common HTTP Features:

Default Document Application Development:

HTTP Errors NET Extensibility

Static Content ASP .NET

HTTP Redirection ISAPI Extensions
Health and Diagnostics: ISAPI Filters

HTTP Logging Management Tools:
Security: IIS Management Console

Request Filtering [IS6 Metabase Compatibility
Ensure the IIS Admin Service is running on the Discovery
Center Server.

Install the following SQL Server Feature Pack packages on the
Discovery Center Server: (See Discovery Center Server for the
SQL Package download URL.)

Microsoft System CLR Types for SQL Server 2014 x86*
Microsoft System CLR Types for SQL Server 2014 x64

Microsoft SQL Server 2014 Shared Management Objects x86*
Microsoft SQL Server 2014 Shared Management Objects x64
Microsoft SQL Server 2014 Analysis Services (ASAMO) OLE DB
Provider x64

Microsoft SQL Server 2014 ADOMD.NET x86*

Microsoft SQL Server 2014 Analysis Management Objects x86*
Microsoft SQL Server 2014 Analysis Management Objects 64 bit
Microsoft SOL Server 2012 Native Client 64 bit

activenav.com
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Post Installation Requirements and Information

Windows Accounts

Provide Windows account for other user roles according to project requirements.

Default Ports Used

Web connection to Discovery Center: 805 TCP, 443 TCP for HTTPS
Remote SQL Server: 1433 TCP

Remote SQL Server Analysis Services: 2383 TCP

Remote SQL Browser Service (required for named instances): 1434 & 2382
Indexing connection to file servers: 445 TCP

NetBIOS name recognition: 137 & 139 TCP 137 & 138 UDP

DNS: 53 TCP, 53 UDP

Indexing connection to SharePoint: 80 TCP, 443 TCP for HTTPS

SQL Server

= Pre-allocate disk space for SQL database according to project requirements.

=  Validate database recovery model and backup plan according to local database management policies.

https://msdn.microsoft.com/en-us/library/ms191164.aspx

https://msdn.microsoft.com/en-us/library/ms190217.aspx

activenav.com 30



https://msdn.microsoft.com/en-us/library/ms191164.aspx
https://msdn.microsoft.com/en-us/library/ms190217.aspx

Appendix 2: Configuring for SSL and HTTPS

Discovery Center can be configured to provide secure access using an HTTPS:// URL. This protects against the possibility of data sent
to a web browser being intercepted by network monitoring tools.

To create your secure HT TP site, you will need to configure a secure site in IS and then install the Discovery Center
application into this site.

Preparing a Secure Site

Choice of SSL Certificate

An HTTPS based site requires an SSL certificate that enables a browser to validate the site when negotiating a secure connection.
There are two options, signed by a trusted root authority or self-signed certificate:

1. Signed by Trusted Root Certificate Authority

Typically for a production deployment, a certificate is prepared for the specific hostname and signed by a trusted root
certificate authority. Follow the procedures set out by your organization to obtain a certificate and complete the
configuration of a secure site for use by the Discovery Center installation.

2. Self-Signed Certificate

When setting up a secure site, lIS will allow a self-signed certificate, this type of certificate will not include a trusted
certificate authority signature. When using a self-signed certificate with Discovery Center, the following factors will affect the
use of such a certificate by Discovery Center:

= A self-signed certificate must be added to the Trusted Root Certification Authorities folder in the local machine
account's certificate store.

=  End users will see a security warning when accessing the secure site with a web browser, requiring confirmation that
they are prepared to access a site with an untrusted certificate. It is possible to install the certificate as a trusted
certificate on end user‘s systems to avoid these warnings, or users may add a security exception in their browser

configuration.

Preparing an SSL Certificate

To prepare an SSL certificate for use with IIS:

1. Open IIS Manager.

2. Select the server name in the hierarchy in the left-hand pane.

3. Locate and open the Server Certificates item in the right-hand pane.
4

If using a trusted certificate from a 3" party, choose the Import option to add the certificate to IIS.
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5. If creating a self-signed certificate, choose the Create Self-Signed Certificate option:
=  Enter a name for the certificate.

= If offered a choice of certificate store, select Web Hosting.

Preparing a Secure Site in lIS

Complete the following steps to configure the secure site to receive the Discover Center installation:

1. Create a new folder within the IIS root directory, . ) ANDemo »
where the web application files should be installed. The c:ﬁ T:dw . —
default location for the root directory is % ;mm
‘C:\inetpub\wwwroot\. sy O ——— s

2. Open IIS Manager. Right-click the Sites node and choose @0 | o e 0 L
Add Web Site. Plat Sacugh Msherciaron
Enter a name for the site. e

4. Specify the location where the web application files SZT E Pue
should be installed. This should be the folder created in :::nm i o [
step 1. ——

5. Select HTTPS as the binding type. S

6. Specify the hostname for the site. This should match the e v/ [ s Yew..
hostname used for the SSL certificate. EfRLT TR

7. From the drop-down list, select the SSL certificate ;M - Cancel

configured in the previous stage.

8. Select OK to create the website.

Once created, check access to the empty website. If using a self-signed certificate, a security warning will require a browser exception to
be added. If the site creation is successful and the certificate is correctly applied, a warning will be displayed with the message "The
Web server is configured to not list the contents of this directory”.

Install Discovery Center to an Existing Secure Site

Follow the standard installation steps outlined in Installing Discovery Center until step 11, Web site settings. At the Web site settings

dialog, choose the Select existing site option.

On the next page, configure the Web Application service account as in the standard installation, and select the secure web site from
the Select web site drop-down list.

Proceed through the remaining steps for the standard installation. When the install is completed, ensure end-users can successfully
access the Discovery Center using the secure website address and that the Discovery Center Workbench can be used to
interact with the Discovery Center web services without any errors.
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Appendix 3: Upgrading an Exiting Installation

[ Prepare to Upgrade ] [ Perform Upgrade ] [ Migrate Existing ] [ Post Upgrade ] [Troubleshoot Upgrade]

Installation to HTTPS Configuration

Appendix 3: Upgrading an Existing Installation

Discovery Center Release 4.2 SP1 and onwards upgrades are fully supported by the standard installation package. For earlier releases,

contact support @activenav.com for assistance with a manual upgrade.

To upgrade client applications such as the Discovery Center Workbench, perform an uninstall, followed by installing the latest version.

Preparing to Upgrade

Review the release notes and this installation guide for the new release to identify any changes in software prerequisites that may affect

your installation. Ensure that any new requirements are met before starting your upgrade.

Note: Before upgrading, perform a database backup and ensure that the resulting backup file is safely stored. In the event of any

error in the automatic upgrade process, it will be necessary to perform a manual upgrade described in the Troubleshooting Upgrades

section.

1. If any standard classification structures, e.g., File Sizes, Filetypes (by Extension), or Filetypes (by Format), have been
modified, ensure that copies of those structures have been made.

2. Review the release notes to check whether any classification structures have changed, merge the updated structures if
appropriate.

3. Review the release notes to check whether there are any existing unsupported indexes.

Close Existing Browsers

Ensure that all users have closed any existing browser sessions accessing Discovery Center; if users see incorrectly displayed elements or

unexpected errors, press Ctrl + F5 to reload the page with a cache refresh to see if this resolves the problem.

33 o
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Migrate Existing Post Upgrade

Prepare to Upgrade e L Installation to HTTPS Configuration

Troubleshoot Upgrade

Performing an Upgrade

Do not attempt to upgrade Discovery Center while logged in using the Discovery Center Scheduler
service account; this may affect the ability of the updater to make required changes and will require additional manual
configuration (see Troubleshooting Upgrades).

1. To perform an upgrade, launch the installation package on the Discovery Center host server (See Installing Discovery Center

for further information).

Note: Any changes made to the system configuration since installation may result in the need for additional manual action after
the upgrade; take backups of the configuration files and account names to assist in this process before proceeding with
this process.

2. When the installer is run, it will detect the existing installation and display the following upgrade confirmation dialog. Click

Next.
ﬁ' Active Navigation Discovery Center Setup - X
Confirm Upgrade D i scovery

Center

You are about to upgrade your existing Active Navigation Discovery
Center installation.

Before starting your upgrade ensure that you have backed up your database, the
system is not in use, and that the Current Activity tab in the user interface does not
show any active tasks.

You must make sure you have a current backup of your Active Navigation Discovery

Center database before starting the upgrade in case errors are encountered which
require a dean installation of Active Navigation Discovery Center.

3. Proceed with the upgrade installation, following the wizard prompts. The installer will read and use the settings provided

during the initial installation.
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Migrate Existing Post Upgrade

Prepare to Upgrade e L Installation to HTTPS Configuration

Troubleshoot Upgrade

4. The upgrade will require passwords for the Scheduler Service account and, if applicable, the Discovery Center Web

Application service account.

ﬂ Active Navigation Discovery Center Setup — X

| Service account passwords D isc overy
Center

Scheduler Service Identity

Username [POND \testservice Password | esesesse I
Application Pool Identity

Username  [POND \testapp Password ' sseccces ]

5. Upon entering valid passwords, a summary screen is displayed showing the settings that have been detected and used for the
upgrade.
Note: It is not possible to update settings during an upgrade. If changes are required to any existing settings, Discovery

Center should be uninstalled and a clean install performed using the existing database.

ﬁ Active Navigation Discovery Center Setup - X

Discovery
Center

Install Location
C:\Program Files\Active Navigation\Discovery Center\

Classification Data Location
C:\Program Files\Active Navigation\Discovery Center\SearchData\

File Cache Location
C:\Program Files\Active Navigation\Discovery Center\FileCache\

Log Files Location
C:\Program Files\Active Navigation\Discovery Center\Logs\

Application Pool Identity Scheduler Service Identity
POND \testapp POND \testservice

Database Instance SSAS Instance

localhost localhost

Database Name

ActiveNavigationDiscoveryCenter

Site Name Site Application Pool Site Port
ActiveNavigationDiscoveryCenter ActiveNavigationDiscoveryCenter 805

Site Physical Path
C:\inetpub\wwwroot\AN40web\

System Administrator Group Roles for Group
DISCOVERY\Administrators All Active Navigation roles

= =
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[ Prepare to Upgrade ] [ Perform Upgrade ] [ Installation to HTTPS ] [ Configuration Upgrade

Migrating an Existing Installation to HTTPS

From Release 4.3.9, the Discovery Center installation package supports direct installation to a web application configured for HTTPS.
However, this is not possible where a manual configuration has been used to create an HTTPS configuration or for migrating an existing

installation to HTTPS. In such cases, you can migrate Discovery Center to HTTPS as follows:

Note: Before upgrading, perform a database backup and ensure that the resulting backup file is safely stored. In the event of any

error in the automatic upgrade process, it will be necessary to perform a manual upgrade described in the Troubleshooting Upgrades

section.

e  From the Discovery Center host server, open Control Panel > Programs and Features.

e  Locate and right-click the Discovery Center installation entry and select Change.

e  The Discovery Center installation wizard will run; choose the Remove option and ensure that Remove Database within
uninstall option is not selected.

e  Complete the uninstall process.

e  Perform a new installation specifying the name of the existing database at the appropriate step in the process.

e When configuring the IIS site for the new installation, follow the instructions in Appendix 2: Configuring for SSL and HTTPS

to create an installation using HTTPS.
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[ Prepare to Upgrade ] [ Perform Upgrade ] [ Installation to HTTPS ] [ Configuration Upgrade

Post Upgrade Configuration

Validate the Upgrade

To validate an upgrade of Discovery Center, review the data that is presented in its browser interface.

1. The upgraded database will contain all previous data, which should appear unchanged in the user interface.
2. Itis necessary to process the Discovery Center reporting database. This can be scheduled for immediate processing

from the Reporting and Actions > Reporting Settings option in Discovery Center.

Apply any required configuration file changes

The Discovery Center application has a number of settings which are configured based on settings held in various text configuration files
within the deployed location on the host server file system. Typically, these settings do not require any changes for the Discovery
Center application to function optimally, however in the cases where changes are made any updated values are not persisted following
an upgrade and the default settings are reverted to. It is therefore necessary to re-apply any changes that were made to these config files
prior to any upgrade again, once an upgrade has completed.

It Is strongly recommended that changes to any text configuration file are only made following a recommendation from ActiveNav, refer
to support portal knowledge base articles at https://www.support.activenav.com/ or contact Active Nav Support via email
support @activenav.com for further help.
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Troubleshooting Upgrades

Failure During Automatic Upgrade

When performing an automatic upgrade in post R4.2 releases, a common error occurs due to the Discovery Center being removed, and
the database is retained. Path issues can occur if the Discovery Center is inadvertently installed in a different location. Resolve the errors
as they arise as described below; once these errors are resolved, proceed with the install process. The installer will recognize any
existing database and upgrade it automatically.

Correcting Connector Path Errors

When Discovery Center is inadvertently installed in a different location, its user interface may exhibit the following behaviors:

= The Network Map tab shows Load Error.
=  The Indexes tab does not list indexes.

= The Area of Interest tab reports a server error.

To resolve these problems, the path stored in the ConnectorDefinition table of the Discovery Center database will need to be
corrected for all registered connectors as follows:

1. Open SQL Server Management Studio, and for the Discovery Center database, create the following query:
DECLARE @oldInstallLocation NVARCHAR(MAX) = ‘C:\Program Files (x86)\Data Discovery Solutions Ltd\‘
DECLARE @newInstallLocation NVARCHAR(MAX) = ‘C:\Program Files\Active Navigation\‘
UPDATE ConnectorDefinition SET path = REPLACE( path, @oldInstallLocation, @newInstallLocation)
SELECT * FROM ConnectorDefinition

2. Replace the file path with the old installation file path, ‘C:\Program Files (x86)\Data Discovery Solutions Ltd\‘ in the
example above.

3. Replace the file path with the new installation file path, ‘C:\Program Files\Active Navigation\ in the example above.

4. Run the query and review the results listed to ensure the location(s) specified match the new installations.

Unexpected Behavior in Web Interface

Sometimes browser caching behaviors will cause unexpected errors in the Discovery Center user interface, e.g., unexpected or missing
elements in pages or repeated error dialogs. Refresh the browser cache by holding the SHIFT key while reloading the browser page.
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Other Issues

For upgrade issues not covered in this document, refer to support portal knowledge base articles at https://www.support.activenav.com/
or contact Active Nav Support via email support @activenav.com and provide the following information:

1. Full details of the upgrade steps you have performed

2. The version number of the previous release.

3. The version to which you were upgrading.

4. A detailed description of the errors/issues observed during or after the upgrade.

5. A msiexec log file that was generated by running the installation from the command line as documented.
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Appendix 4: Example Installations

Local Server Installation

A local server installation places Discovery Center and all supporting SQL Server components on a single-host server. This
installation is simple to implement and can potentially be used for mobile deployments to address locations across a wide geographical

area.

The host server must be sufficiently well specified to meet all requirements for Discovery Center, SQL Server, and SSAS as

described in Hardware Specifications.

Where multiple Discovery Center instances are required, there will be a cost for SQL Server licenses on every machine. Each machine
will require additional RAM and disk resources to support SQL Server adequately.

Single Server Installation

Web Application

Server — Microsoft SQL Server

sesActive An ah_.rsis Services

Navigation ’

LR L TSSS i
nawﬁu ouap
W o
Microsoft Internet *
Information Services

Microsoft SQL Server
Database Engine

Active Navigation

Discovery Center I Active
M avigation
Discovery Engine Database
..... - -
] Traffic Purpose Protocol
v * HTTP
— — smmmm Content Traffic e L X X X N N
CIFS
H> s |ndex Resylts  — L I T I I
i LI OLEDB
mmm Management Data e ——
Legacy Content
ssmm Reporting Results s
smssses ndex ETL m—
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Centralized Installation

Where SQL Server assets (licenses, RAM, disk resource, and administration support) must be centralized for economies of scale,
Discovery Centers can be deployed to use a single database farm limited only by SQL Server scale-out capacity. In such circumstances,
an Analysis Services system should also be provisioned per Microsoft guidelines.

Note: For this configuration, insufficiently specified SQL instances may cause degraded performance or failures due to a
lack of SQL system resources. For best performance, this configuration should be implemented with a dedicated and appropriately sized

Discovery Center SQL Server instance.

If the centralized SQL Server environment has SQL Server and SQL Server Analysis Services hosted on separate servers, please see
Appendix 7: Additional Configuration for Fully Distributed Configuration for additional steps required to support correct authentication

between the elements of the system.

Multi Server Grouping

®}
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Server Database Server Analysis
. Engine Services
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Server
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Example Windows Account and SQL Server Logins

In the above examples, the following Windows account and SQL Server login requirements must be met. Each account or login is

shown below against the corresponding traffic in the local server installation diagram above.

Windows Accounts

ID Description Example Rights

1 Discovery Center Web Application Service Domain\ANWebSite Windows default user account

2 Discovery Center Scheduler Service Domain\ANScheduler Logon as a service

3 Groups for Discovery Center user roles* Domain\ANSysAdmin Standard Windows user groups
Domain\ANAdmin

Domain\ANInfoMgr

KA n dabmentmad kit men [PV e [ JUPVISRUURY (P (VU U JRNDL AP ) P DD | SRR N FRK P O | PO R

SQL Server Logins

ID Description Example Rights

4 SSAS Service login Domain\SSASService Windows default user account
5 Discovery Center Web Application login Domain\ANWebSite Logon as a service

6 Discovery Center Scheduler Service login Domain\ANScheduler Standard Windows user groups

*If SQL Server and SSAS are appropriately configured these logins should exist.
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Appendix 5: Command Line Installation

A more advanced configuration of the Discovery Center can be achieved by installation via the windows command line, allowing more
detailed control over the install process. Use the msiexec command to perform the command line install. Full details of how to use the
Windows Command Line are provided as part of the Windows built-in help. The basic form of the command uses two options:

/1* <log filename.log> will cause the installer to write a detailed log file.

/package <installer filename.msi> must be provided to specify what to install.

For examnle: /npackase <ActiveNav.Setun.msi> /I¥install.lac

Installer Extended Command Line Properties

The Discovery Center supports extended properties shown in the table below. If a specific property is omitted, the installer will use the

default value shown.

Note: Note: All values on the command line must be quoted if they contain spaces.

Property Name Purpose Default Value

LICENSE_FILE Optionally specify a Discovery Center license file to be
added during installation. (The license file can also be added
after the installation by a user in the Active Navigation

System Administrator role)

INSTALLLOCATION Specify the folder in which to deploy Discovery Center and ~ “C:\Program Files\Active
working files (excluding the web site files, see below) Navigation\Discovery Center”
SEARCHDATADIR Specify the folder in which to store the classification search ~ “C:\Program Files\Active
index (only needed if the location based on the Navigation\Discovery
INSTALLLOCATION is inappropriate) Center\SearchData”
FILECACHEDIR Specify the folder in which to store the temporary files C:\Program Files\Active
downloaded during analysis (only needed if the location Navigation\Discovery
based on the INSTALLLOCATION is inappropriate) Center\FileCache”
LOGDIR Specify the folder in which to store the application log files  “C:\Program Files\Active
(only needed if the location based on the Navigation\Discovery
INSTALLLOCATION is inappropriate) Center\Logs”

Specify the folder into which to deploy the Discovery
WEBSITEDIR C:\inetpub\wwwroot\AN40Web
Center web application and log files

WEBSITE_PORT Any valid port number for IIS 805

Specify “other” to allow a custom account to be specified

AN NnAAI IMNFAITITV — -
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Property Name Purpose Default Value

APP_USER Specify a domain account
The windows password for the account specified with

APP_PASS APP_PASS
APP_USER

APP_POOL_NAME_CUSTOM A postfix to use for the application pool created by IIS AN4

APP_NAME The name (description) of the application created in IS~ ActiveNavigation4

Specify “other” to allow a custom service account to be
SCHEDULER _IDENTITY Other
specified (see SCHED_USER and SCHED_PASS)

SCHED_USER Specify a domain account with Log on as a Service right

The Windows password for the account specified with
SCHED_PASS

SCHED_USER

The server and optional instance to deploy the Active
SQL_SERVER_NAME localhost

Navigation database in to

This name is used for the SQL Server relational database
SQL_DATABASE_NAME and SQL Server Analysis Services reporting database ActiveNav4
that is created and used by Discovery Center

The server and optional instance to deploy the Value specified for

SSAS_SERVER_NAME
Discovery Center reporting database in to SQL_SERVER_NAME

Specify a Windows group or user to put into the
DEFAULT_ADMIN_ACC BUILTIN\Administrators
Discovery Center System Administrators role

Specify 1 to add the administrator group or to be added
DEFAULT_ALL_ROLES to all roles in the Discovery Center, or 0 to just add 0

them to the System Administrator role.

Specify this property with the value 0 to skip the
VALIDATE_APP_POOL_USER password validity check for the web site application 1

pool user

Specify this property with the value 0 to skip the
VALIDATE_SCHED_ USER password validity check for the scheduler service 1

account

This can be used by developers to interrupt the normal

NCDI I CA fmaballav mmavabinm ba allais dahiinsin s tha fmneallan

44 @

activenav.com
on




Example Command Line

C:\>msiexec /I* ”install-.log” SCHEDULER _IDENTITY=other SCHED_USER=AN\svc-ansched SCHED_PASS=pass
APP_POOL_IDENTITY=other APP_USER=AN\svc-anweb APP_PASS=pass SQL_DATABASE_NAME=ActiveNav4
APP_POOL_NAME_CUSTOM=ActiveNav4 APP_NAME=ActiveNav4 WEBSITEDIR=C:\ActiveNavigation\website
WEBSITE_PORT=805 INSTALLLOCATION=C:\ActiveNavigation DEFAULT_ALL_ROLES=1 /package ActiveNavigation.Setup.msi
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Appendix 6: Configuring Management
Reporting Database

If you are using the Management Reporting feature, a Management Reporting Database must be created and then configured in the
Discovery Center Report Settings. The Management Reporting Database will allow you to build a historical record of your

information management activities.

Creating the Management Reporting Database

A simple batch file has been provided in the ManagementReportingDatabase subfolder of your Discovery Center installation.

Note: For the creation process to be successful, the user running the batch file must have the SQL sysadmin role granted in the SQL

instance chosen as the Management Reporting Database location. Contact support @activenav.com for more details on these

requirements if needed.

To perform the database creation, follow these steps:

1. Open a command prompt window on the server where the Discovery Center application has been installed.

2. Change location in the command window to the Management Reporting folder of your Discovery Center installation. If
you have installed in the default location, you can use the following command to do this:
cd \Program Files\Active Navigation\Discovery Center\ManagementReportingDatabase

3. Run the CreateManagementReportingDatabase.bat script and enter the details to be used for your database.
Note: For technical reasons, inputs starting with ‘~‘ or ‘--‘ are not supported. Additionally, if any input contains exclamation

marks (‘! characters), then a ‘! must be added before each one. For example, ‘user!name‘ would be entered as ‘user!!name*.

When prompted, choose whether or not the database should be accessed via service accounts. If a service account is not used,
anamed SQL server account must be used to ensure that the Discovery Center application can access the database.
a. If service account access is used, you will need to enter the name of at least one service account.

Note: If you use the same account for your scheduler and the web application, you only need to enter it once.

ManagementReporting>CreateManagementReportingDatabase.bat
Enter Management Reporting Database Instance Name: myserver
Enter Management Reporting Database Name: MRDB

Use Service Accounts For MRDB (y/n)?: y
Enter Discovery Center Scheduler Account Name (domain\username): DOMAIN\SchedulerService
Enter Discovery Center Web Application Account Name (domain\username): DOMAIN\WebAppService

b. If SQL account access is used, you will need to enter the account’s username and password; it will be created if

it does not already exist.
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activenav.com

ManagementReportingDatabase>CreateManagementReportingDatabase.bat
Enter Management Reporting Database Instance Name: myserver
Enter Management Reporting Database Name: MRDB

Use Service Accounts For MRDB (y/n)?: n
Enter SQL Account Username To Use For Database: Mrdbu
Enter Password For SQL Account To Use For Database:

Upon entering the correct details, you will see the progress for creating the database:

ManagementReportingDatabase>CreateManagementReportingDatabase.bat
Enter Management Reporting Database Instance Name: myserver
Enter Management Reporting Database Name: MRDB

Use Service Accounts For MRDB (y/n)?: n

Enter SQL Account Username To Use For Database: MrdbuUser
Enter Password For SQL Account To Use For Database: EFSFEHEIS
Creating database...

Processing directory: Schemas... Done.

Processing directory: Assemblies... Done.

Processing directory: Tables... Done.

Processing directory: Views... Done.

Processing directory: Functions... Done.

Processing directory: ViewswWithFunctions... Done.

Processing directory: StoredProcedures... Done.

Processing directory: Data... Done.

Processing directory: Roles... Done.

Creating SQL login (if required)... Done.

Once the process completes, a new Management Reporting Database will be available with the name provided
on the given SQL instance and permissions granted to allow access and processing from Discovery Center using the

specified user accounts.
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Configuring the Management Reporting Database for Use

Once the database has been successfully created, you must provide the information to the Discovery Center Web Application as
follows:

1. Open the Discovery Center Web Interface.

2. Navigate to the Reporting and Actions > Reporting Settings tab.
Locate the Management Reporting Database Processing section, then choose Edit to enable the database Instance
name, Database name, and various connection credential options to be entered.

Note: This section of the page is only visible if you have a license that enables Management Reporting.

Management Reporting Database Processing

The management reporting database has never been processed. If management reporting is required immediately then use the Process Now button.

Instance name: I|0ca|h0$1 |

Database name: |Ac!iveNavigationManagememReponingDala |

Credential Type: Service Account(s)| '® SQL 0

Credential: | mrdb_user v|

Management Reporting Database Processing Mode

Save Cancel

4. There are two options for Credential Type, these are:

a. Service Account(s) - Using Integrated Windows authentication using the service accounts that run the Discovery
Center application.

b. SQL - If the SQL Credential option is selected, a selection list will appear. This list displays all the Credential records
that exist in the Discovery Center. These records are defined in the Credential Management section of the
application located in the System Settings tab and allow a username and password combination to be provided.
They are used to represent the SQL user and password information.

Note: In either case, the account(s) being used must have been granted the relevant permission from the Management

Reporting Database; this can be done either during creation (see Creating the Management Reporting Database) or

manually.

5. Click Save; the system will check the connection to the database and the database structure to ensure that the Management
Reporting Database is accessible with the provided credentials and contains a structure compatible with the current version
of Discovery Center. (If the credentials entered are incorrect or the version is incompatible, you will be prompted with a

message to correct them).
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Upgrading the Management Reporting Database

A simple batch file has been provided to upgrade the Management Reporting Database, located in the
ManagementReportingDatabase subfolder of your Discovery Center installation.

Note: For the upgrade process to be successful, the user running the batch file must have the SQL sysadmin role granted in the SQL

instance that the Management Reporting Database is installed. Contact support @activnav.com for more details on these requirements if

needed.

To perform the upgrade:

1. Open a command prompt window on the server where the Discovery Center application has been installed. You must run the
command prompt as a user with access to SQL and the Management Reporting Database.

2. Change location in the command window to the Management Reporting folder of your Discovery Center installation. If
you have installed in the default location, use the following command:

cd \Program Files\Active Navigation\Discovery Center\ManagementReportingDatabase

3. Runthe UpdateManagementReportlngDatabase bat scrlpt and enter the details to be used for your database.

nagementReportingDatabase.bat
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Appendix 7: Additional Configuration for Fully
Distributed Configuration

Overview

A fully distributed configuration where Discovery Center, SQL Server, and SQL Server Analysis Services are installed on

separate host servers requires extra configuration to allow authentication between each component.

This configuration involves communication between components, as shown in the diagram below. To produce reports, the Discovery
Center must be able to access data from SSAS via SQL Server, creating a situation known as Double Hop Authentication. This
requires SQL Server to present credentials from the Discovery Center service accounts to the Back End Tier.

SQL Server
SQL Server Analysis
Services

Discovery
Center

Windows provides two built-in authentication mechanisms; these are NTLM and Kerberos. Under normal circumstances, the
underlying environment selects the appropriate authentication mechanism in the background without the user being aware of which is
being used. However, Kerberos must be used to support double hop authentication; this requires certain pre-conditions to be met
by the operating environment and specific configuration steps to be taken.

The following sections outline the steps needed to configure a fully distributed Discovery Center deployment correctly.

Note: Regarding Azure Cloud deployment - The use of an Azure SQL Database or Azure SQL Managed Instances for the SQL Server
host in the Middle Tier above is not supported. This is because Microsoft do not support communication from SQL databases in those
environments to SQL Server Analysis Services databases, which is a requirement for the Discovery Center reporting solution. The use
of Azure Analysis Services as the SQL Server Analysis Services host in the Back End Tier above is also not supported as Microsoft do
not support the use of Multidimensional data models in these environments, which is also a requirement for the Discovery Center

reporting solution.
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System Requirements

Active Directory

Kerberos authentication provided by Active Directory meeting the following requirements:

1. The Windows domain must be operating at a functional level of Windows Server 2003 or later.

2. The systems that will be used must be time-synchronized.

3. The domain must provide correct name resolution for DNS and NetBios protocols for short and fully qualified server names.
4. TCP and UDP traffic must be allowed on port 88, where firewalls are present between the installation and the domain

controller components.

v

All systems to be used for the deployment must belong to the same Windows domain.
6. Domain administration rights and access to the domain controller must be available to carry out some of the configuration

steps described below.

SQL Server

Kerberos authentication depends on the correct configuration of SPNs (Service Principal Names) for the components that will be

carrying out authentication tasks. The steps to configure SPNs for SQL Server are described in the next section Information Required

for Configuration. The SQL Server installation must use either a domain account (preferred) or a built-in system account such as
Network Service or Local System for the SQL and SSAS services.

Note: Kerberos authentication configuration will not be possible if the SQL Server installation uses local computer accounts for SQL

Services.

Record the service accounts used for SQL and SSAS services and the SQL SSAS instance names as these will be required for the
configuration of SPNs and delegation properties.
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Information Required for Configuration

To complete the Kerberos configuration, you will need to know the following information:

Item

Notes

Local domain controller name

Domain Administrator privileges are required for configuration

SQL Server host name

The fully qualified host name for the SQL Server host server

SQL Server instance name

For SQL Server instance with a non-standard name

SQL Server service account

Must use a domain service account (preferred) or a built-in service

account

Local Administrator Credentials to access SQL

Server system

To configure Local Security Policies for the SQL Server host server

SQL Server Analysis Services host name

The fully qualified host name for the SQL Server Analysis Services host

server

SQL Server Analysis Services instance name

For SQL Server instance with a non-standard name

SQL Server Analysis Services service account

Must use a domain service account (preferred) or a built-in service

account

activenav.com
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Configuration for Kerberos Delegation

Successful authentication in a double hop scenario requires a Kerberos delegation to be configured, which requires careful

configuration of SPN‘s for the relevant services and delegation rights for the middle tier service account.

There are several ways to configure delegation to support double hop authentication. The steps below outline how to use constrained
delegation and protocol transition to allow the SQL Server service to authenticate with SSAS regardless of whether the client
connection to SQL Server was made using Kerberos. Additional steps are required but will reduce the risk of authentication failures.

Configure SPNs for SQL and SSAS Using Built-In Service Accounts

If SQL is installed using built-in accounts (e.g., Network Service or Local System), SPNs are typically set up correctly during
installation; however, it is important to ensure this is the case by following these steps, substituting local settings in each example:

Service Host Name Instance Name
SQL Server SQLServer.mydomain.com default
SSAS Server SSASServer.mydomain.com default

Check SPN Settings for SQL Server (Built-In)
For a non-default SQL instance, substitute the instance name in place of port number 1433:

1. Run the following command to list SPN settings for the host SQLServer:
Setspn -L SQLServer

2. Confirm that the following two SPN entries are listed in the results:
MSSQLSvc/SQLServer.mydomain.com:1433
MSSQLSvc/SQLServer:1433

3.  If settings are missing, add the relevant entries using commands:
Setspn.exe -S MSSQLSvc/SQLServer.mydomain.com:1433 SQLServer
Setspn.exe -S MSSQLSvc/SQLServer:1433 SQLServer

4. If changes were made, repeat the first two steps to confirm the configuration.
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For a non-default SSAS instance, add to the SPN a colon and then the instance name (e.g.,
MSOLAPSvc.3/SQLServer:myinstance ).

1. Run the following command
Setspn -L SSASServer

2. Confirm the following two SPN entries are listed in the results:

MSOLAPSvc.3/SSASServer.mydomain.com

MSOLAPSvc.3/SSASServer
3. If settings are missing, add the relevant entries using commands:
Setspn.exe -S MSOLAPSvc.3/SSASServer.mydomain.com SSASServer
Setspn.exe -S MSOLAPSvc.3/SSASServer SSASServer

4.  If changes were made, repeat the first two steps to confirm the correct configuration.

Configure SPNs for SQL and SSAS Using Domain Service Accounts

If SQL is installed using domain accounts, the steps are the same as used for built-in accounts, the only difference being the command

line species the service account instead of the hostname.

Note: If SOL Server uses domain accounts for its services, the setspn command-line tool can be run from server systems within the

domain - domain administration rights are required.

When SQL is installed with a domain account, an SPN is not normally configured automatically, and therefore it is normal for the

SPNis not to be present in this scenario. Substitute the following values for your local settings when running the example command

lines below:
Service Host Name Instance Name Service Account
SQL Server SQLServer.mydomain.com ANSQL MYDOMAIN\sq|
SSAS Server SSASServer.mydomain.com ANSSAS MYDOMAIN\ssas
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Check SPN Settings for SQL Server (Domain)

For a default SQL instance, substitute the port number 1433 in place of the instance name ANSQL.:

1. Run the following command to list SPN settings for account MYDOMAIN\sql:
Setspn -L MYDOMAIN\sql

2. Confirm that the following two SPN entries are listed in the results:
MSSQLSvc/SQLServer.mydomain.com:ANSQL
MSSQLSvc/SQLServer:ANSQL

3.  If settings are missing, add the relevant entries using commands:
Setspn.exe -S MSSQLSvc/SQLServer.mydomain.com:ANSQL MYDOMAIN\sql
Setspn.exe -S MSSQLSvc/SQLServer:ANSQL MYDOMAIN\sql

4.  If changes were made, repeat the first two steps to confirm the configuration.

Check SPN Settings for SSAS Server (Domain)

For a default SSAS instance, remove the instance name, ANSSAS from the SPN, e.g., MSOLAPSvc.3/SSASServer.

1. Run the following command
Setspn ~-L MYDOMAIN\ssas

2. Confirm the following two SPN entries are listed in the results:
MSOLAPSvc.3/SSASServer.mydomain.com:ANSSAS
MSOLAPSvc.3/SSASServer:ANSSAS

3.  If settings are missing, add the relevant entries using commands:
Setspn.exe -S MSOLAPSvc.3/SSASServer.mydomain.com:ANSSAS MYDOMAIN \ssas
Setspn.exe -S MSOLAPSvc.3/SSASServer:ANSSAS SSASServer MYDOMAIN \ssas

4. If changes were made, repeat the first two steps to confirm the correct configuration.

Note: If either the SQL or SSAS components are using a named instance, configure an SPN for the SQL Browser service to successfully

discover port numbers for the instances. See the link in the Summary of Common Kerberos Errors for details.
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Active Directory Configuration for Service Accounts

The following requires domain administration rights and access to a domain controller. The steps below are grouped by
Domain Service Account, Built-In Service Account, and Both (where the steps are the same for both types of configuration);

follow them to ensure your configuration can be used in a delegation situation.

Configuration Using Domain Service Account or Built-In Service Account

Domain Service Account
1. On the domain controller, launch the Active Directory Users and Computers configuration tool.
2. Locate the service account for the SQL Service and open the properties dialog for the account.

SQL Service Propetties

Member OF I Diakin I Environment I Sessions | Remate control
Remate Desktop Services Profile | Personal Yirtual Desktop I COkM+ I
General I Address  Accaunt I Profile I Telephones I Delegation I Organization

Uzer logon name:

Isql I@mvdomain.com j
Uzer logon name [pre-Windows 2000):
[MyDOMAINY fsal

Logon Hours. .. LogOn To... |

¥ Unlock account

Account options:

[~ Account is sensitive and cannat be delegated

u 3 nk
[ This account supparts Kerberos AES 128 bit encrypption. J
[ Thiz account supports Kerberos AES 256 bit encrpption. j

Account expires
% Mever
" End of: EETELE =]

ak I Cancel | Apply | Help |

3. Ensure that the account is permitted to participate in delegation by ensuring the Account is sensitive and cannot be
delegated check box is NOT checked.

4. If the SPN for the SQL service has been correctly configured to use this account, the user properties dialog will have a tab

labeled Delegation. If this is not present, check the SPN settings.

Built-In Service Account
5. If using a built-in service account (e.g., Network Service), open the account properties dialog for the SQL server host (in

our example SQLServer).
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Both

6. To allow constrained delegation: select the Delegation tab, enable the Trust this user for delegation to specified
services only option, and enable the sub-option Use any authentication as shown.

SQL Service Properties n E

Member Of I Dialin l Environment I Sessions ] Remote control I
Remote Desktop Services Profile I Personal Virtual Desktop I COM+ I
General | Address | Account | Profile | Telephones Delegation IEllganizalionI

Delegation is a security-sensitive operation, which allows services to act on
behalf of anather user.

" Do not trust this user for delegation
€ Trust this user for delegation to any service (Kerberos only)
F Trust this user for delegation to specified services only I

" Use Kerberos only

I ' IUse any authentication protocol I

Services to which this account can present delegated credentials:

Service Type ] User or Computer l Port ] Service N

I~ Expanded Add...

Femove

0K I Cancel I Apply | Help I

7. For security reasons, constrained delegation requires that specific services are identified as valid candidates for delegation. Click

the Add button in the Delegation tab. The Add Services dialog will open.

8. Click the Users or Computers button.

Member Of I Dialin I Environment I Sessions I Remate control I
Remote Desktop Services Profile | Personal Virtual Desktop I COM+ I
General I Addressl Accountl Profile I Telephones ~ Delegation IDrganizalionI

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

" Do not trust this user for delegation

" Trust this user for deleqation to any service [Kerberos only]
& Trust t GUGEERIT HE

C U To allow services to be delegated for a user or computer, select the appropriate
@ Us  users or computers, and then click the services.

Servic

s To select one or more user or computer names, click [Ty corcor Compulers..
ey Users or Computers.

Available services:

Service Type | User or Computer Port Service Name | D

[~ Ex
< | i
Select All |
[0k | cancel |
activenav.com 57 ®



Appendix 7: Additional Configuration for Fully Distributed System

Information Required for Configuration of Additional Information

i System Requi t i i
Overview ystem Requirements Configuration Kerberos Delegation and Troubleshooting

Domain Service Account
9. If the SSAS Service uses a domain service account, enter the name of the account in the Select Users or Computers dialog
as shown below.
Built-In Service Account
10. If the service is using a built-in system account such as a Network Service, enter the hostname of the SSAS host system (e.g.,
SSASServer)
Both

11. All SPNs registered to the specified account will be added as shown.
12. Locate and select the SPN record for service type MSOLAPSvc.3 on the correct server and select OK to dismiss the Add
Services dialog for the SQL Server service account.

13. If the required SPN is not listed, review the steps for registering SPNs in the previous section Configuration for Kerberos

Delegation.
" MemberOf | Diakin | Envionment | Sessions | Remotecontiol |

_ Remote Desktop Services Profie |  Personal Vitual Desktop | COM+ |
General | Address | Account | Profile | Telephones Delegation | Drganization |

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

" Do not trust this user for delegation

C Trust this use prypm X]
& Trust this use
" UseKerb To allow services to be deleqated for a user or computer, select the appropriate
Flsmi
Servicestow Toselectoneorn  Select this object type:
——————  Users or Compute e — - i
| Service Typ IUsefs. Computers, Built-in security principals, or Other objects Object Types... I
Available services

- From this location:
Service T;E -
1 I mydomain.com Locations... I

Enter the object names to select (ezamples):
fssag

[~ Expandet
Advanced... l
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Local Rights on SQL Server (Middle Tier) System

The final requirement for the successful operation of Kerberos Delegation is to assign specific user rights to the SQL Server
Service account on the SQL Server host system as follows:

1. Connect to the SQL Server host system.
2. lLaunch the Local Security Policy application (To run directly, use secpol.msc).

3. Select the Security Settings > Local Policies > User Rights Assignment node in the directory on the left pane.

E Local Security Policy |_ (O] x|
File  Action ‘iew Help
= = —
€9 | HnIXE = BE
i:_.l Securicy Settings Palicy = | Secy -
& Account Policies | Access Credential Manager as a trusted caller
[ [4 Local Policies i thic computar From the mobaorl Ever
g Audit Policy
1 User Rights Assignment B PS—r—
W?njoeu‘:\lusr::\};ecs\?‘:lllovzisth dvanced | Adjust memory quotas for a process LOCE
= Allow log on lacally Adrmi
_| Metwork List Manager Policies Y
j Public Key Policies 9 | &llovs log on thraugh Remote Desktop Services Admi
: Software Restriction Policies |Back up Files and c'llrecklt.nries Admi
" Application Control Policies |Bypass traverse o Ef ng Ever
‘g 1P Security Palicies on Local Camp | Change the system time Lot
~| Advanced Audit Policy Configurat: | Change the time zone Loci
| Create a pagefile Bdmi
| Create a koken object
Create global objects LOCE
| Create permanent shared objects
| Create symbolic links Adrmi
| Debug programs Admi

| Deny access to this computer From the netwark

| Deny log on as a batch job

| Deny log on a5 a service

| Deny log on locally

| Deny log on through Remote Desktop Services

| Enable computer and user accounts to be trusted For delegation

| Force shukdown From a remote systern Bdmi
Genesah wiba muddit: LOCH
Impersonate a client after authentication Lo
| User:
| Increase scheduling priority Admi -

4 i U ED | i

| | |

4. Right-click Act as part of the operating system and click properties. Add the service account used by SQL to the

list of accounts.

5. Right-click Impersonate a client after authentication and click properties. Add the service account used by SQL to

the list of accounts.
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Configuration

Configuration of
Kerberos Delegation

Additional Information
and Troubleshooting

Validate your Kerberos configuration to ensure that it allows Discovery Center to function correctly using the following steps:

1
2.
3.
4

Complete the ActiveNav Discovery Center Installation.

Perform a skim index over a small number of test files.

Confirm that the Discovery Center can generate reports and export file details from the reporting interface.

If reports cannot be generated:

= Check the underlying Active Directory requirements described above.

troubleshooting configuration issues.

Review the error log for details of the error(s) encountered.

Review the Kerberos configuration steps above; accurate configuration of every step is essential for authentication to

succeed.

Review the links in the following section for further information regarding Kerberos*‘s correct configuration and
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Additional Information and Troubleshooting

Solving problems with Kerberos can be a difficult process; the links below were used in preparing the guidance above and offer

additional detail on configuration requirements and troubleshooting.

Configuration of SPN for SQL Server

Summary of configuration for SQL Server:

https://msdn.microsoft.com/en-us/library/ms191153%28v=sql.105%29.aspx.

Note: Versions of the page are available for different versions of SQL Server.

Detailed case study of constrained delegation between SQL Server and SQL Server analysis services:

https://msdn.microsoft.com/en-us/library/ee191523%28SQL.100%29.aspx

Configuration of SPN for SQL Browser Service

An SPN for the SQL Server Browser service is required to establish a connection to a named instance of SQL Server Analysis
Services or SQL Server:

https://support.microsoft.com/kb/950599.

Summary of Common Kerberos Errors

Common error messages that can occur when using Kerberos:

https://msdn.microsoft.com/en-us/library/ms819978.aspx.
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[ Integration Overview ]

Appendix 8: CyberArk Configuration

Integration Overview

Discovery Center includes an optional licensed feature that can define Credentials using accounts and passwords stored in a
CyberArk vault.

= Discovery Center integrates with CyberArk using the Application Identity Management (CyberArk AIM) architecture.

= Discovery Center‘s CyberArk interface uses a collocated CyberArk Credential Provider windows service to communicate with

a target CyberArk vault.
= For this release, the Discovery Center integrates with Version 9.95 of the CyberArk Credential Provider only.
Discovery Center will be unable to retrieve passwords from the target vault if a later version of the Credential Provider is

installed.

= Discovery Center‘s Cyber Ark interface is enabled by installing a license with the CyberArk AIM Custom Feature Pack. Once

enabled, the Discovery Center application does not require any additional configuration steps.
Note: The CyberArk Credential Provider Service must be installed and configured on the same machine as the
Discovery Center application. The target vault must also be configured to accept requests from the Discovery

Center.

For a more detailed description of the CyberArk AIM architecture and the steps required to install and configure the CyberArk AIM

facility, refer to the CyberArk document Credential Provider and Application Server Credential Provider Implementation

Guide.
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CyberArk Credential Provider Installation

The CyberArk Credential Provider is a windows service that provides a secure, authenticated interface between the client applications

and an instance of a Cyber Ark vault.

= Asingle instance of a Credential Provider windows service acts as the interface point for any CyberArk AlM-enabled
application installed on the same machine.

=  The Credential Provider does not need to be re-installed or reconfigured if it‘s already present on a machine.

= The Credential Provider must be installed on the same machine that hosts the Discovery Center application.

= The Credential Provider Installer CD Image is available on the CyberArk support portal for registered customers.

Note: Before installing, make a note of the IP Address and Port of the target CyberArk vault. Check that these are not blocked by

any firewall or other security settings. The installation will attempt to contact the vault and will fail if the vault is inaccessible.

The following steps describe the simple case for a new Credential Provider Installation where the host machine hasn‘t been registered
with a target CyberArk vault. A standard vault configuration is used. Refer to CyberArk's ‘Credential Provider and Application
Server Credential Provider Implementation Guide‘ for more complex cases such as reinstallation or automated/silent installs.

1. In the AIM CD Release Image, navigate to the Credential Provider > Windows folder.
2. Run Setup.exe, accept the license prompt, and then click Next.

Enter your Customer Information (this doesn‘t affect the functionality of the Credential Provider).

Customer Information
Please enter your information.

Please enter your name and the name of the company for which you work.

User Name:

IDC User ﬂ

Company Name:

lCompany Ltd l
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4. Unless the target CyberArk vault has been configured with custom settings, choose the Typical option, then click Next.

CyberArk Application Identity Manager Setup
Installation type

Select installation type and the folder where setup will install files for Application Password
Provider.

® Typical
ﬁ All program features will be installed with the default configuration values.

O Custom

Allows you to customize configuration parameters. Recommended when you
want to configure the provider to use an existing Vault environment, or when
you want to overwrite the default configuration settings.

Destination Folder

C:\Program Files (x86)\CyberArk | Browse...

nstallS hield

<o ==

5.  Enter the CyberArk's vault’s connection IP address and port, then click Next.

CyberArk Application Identity Manager Setup
Vault's Connection Details

Please enter the Yault's Address and Port number.

Address: lcyberaksetvemomparv.bom I

Pot  |1858 |

< Back Next > Cancel

6. If necessary, define an account in the CyberArk vault that can be used by the Credential Provider.
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7. Enter the vault username and password, then click Next.

CyberArk Application Identity Manager Setup
Vault's U and P. d details

Please enter your lJsemame and Password in the Vault.
This User will be used to update the environment required for the Application |dentity Manager
in the Vault.

Usemame: ”Adminislratm l

Password | @000eeeee ]

< Back Next > Cancel

Note: The installation will now attempt to contact the vault and register the Credential Provider for the machine. If successful, the
installation will start the service. To check this, run the Windows Task Manager select services and confirm that the service CyberArk

Application Password Provider is visible and has a status of Running.

The installation may not complete if:

= The installer cannot contact the vault using the given IP address and port.
= The given username, password, or both are incorrect.
= The target vault has the Credential Provider for the same machine already registered. This may occur when a Credential

Provider has been installed then uninstalled.
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CyberArk Safe Configuration

To allow the Discovery Center to access a safe on the target vault, the safe must have both the Credential Provider and the
Application as members. The following describes how the CyberArk Password Vault Web Access (PYWA) web application can
be used to set a safe‘s membership and grant access to the Discovery Center's application. For a more complete description of the
PVWA, see the CyberArk documents‘ Credential Provider and Application Server Credential Provider Implementation
Guide‘ and ‘Privileged Account Security Implementation Guide‘.

1. Inaweb browser, enter the PYWA URL for the vault.

2. Enter the username and password for the vault and select Sign in. If successful, the app will show the accounts list.

SIGN IN

Specify your authentication details

IUser name ]

[Password ]

3. Before configuring a safe, a Discovery Center Application definition must be created in the target vault. In the PYWA

app, navigate to the Applications tab and click Add Application.
4. By default, the Discovery Center identifies itself through the Credential Provider to the vault using the name Discovery
Center. Enter this into the Application Name field along with any relevant Business Owner information.

5. Set the Location drop-down to /Applications, then click Add.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Applications List Add Application x
Name: § Discovery Center 1
Description:
| Appacaton i Business owner fes
‘ First Name: Jane
Ark-SCI Last Name: Doe
‘ Email: ).doe@company.com
Phone: +(44) 1234 56789
Location: I \Applications M I
Access Permitted:  From: ¥ To: ¥
Expiration Date:
Dsabled
Add Cance
P ato ‘
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Note: The Applications page also allows you to define additional access restrictions. Discovery Center CyberArk AIM
integration does not support hash-based authentication.

Navigate to Policies > Access Control (Safes) and select the safe that you want to grant access to Discovery Center. The

context buttons for Edit, Members, and Delete will appear on the bottom right-hand info panel. Click on the Members
icon.

POLICIES| ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

Administrator -
POLICIES Access Control (Safes) @ Safe1
Master Policy Showing 29 safes = : DESCRIPTION

Policy by Platform
Access Control (Safes)

Safe for integration testing
Safe Naj

7

CYBERARK

2 ®

Members Dedete

@
Eant

7. The PYWA will now show the Safe Details page. Click on the Add Member icon.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION
Safe Details: Safe1

ook [Fese [ oeetesate [ refresh

Administrator -

& Add Safe || Customize

Safel
Safe for integration testing

Object level access is not enabled [ Add Member
d CPM None

Saved accounts: Account versions from the last 7 User Name~ Use |Retn. /Lt Add |Upd.. |Upd. |CPM | Ren.. | Delete Uniock  Man
days

Members

¥ Hide predefined users and groups

8. The Add Safe Member dialog allows you to specify which Credential Providers and Applications can access the safe.
To grant a Discovery Center instance access, both the Application and the Credential Provider of the host machine
must be added as members.

activenav.com 67 o



Appendix 8: CyberArk Configuration

CyberArk Credential CyberArk Safe

Integration Overview Provider Installation Configuration

9. In the Search textbox (assuming that the default Credential Provider Prov_machine_id naming format has been followed),
type Prov and click Search. The table will show all Credential Provider entities that match the given standard pattern.
10. Select the Credential Provider that matches the name of the machine hosting the Discovery Center. Credential Providers

register themselves with the vault during the installation process. Click Add.

Search: SearchIn: | Vault v Search
Selected Search: Vault Display 4 result(s)
Name Business Email Full Name

Prov_LAPTOP-D4PA7NFS

Prov_LAPTOP-4]R7FKEH

Prov_LAPTOP-6NSDMOP2
&  Prov_LAPTOP-VLVCSILG

Access

¥ Use accounts
| Retrieve accounts
o) List accounts

Account Management

Safe Management

Monitor

) View Audit log
| View Safe Members

Worlkflow >

Add Close

11. Grant the Discovery Center application access to the safe by entering Discovery in the search textbox. The list should show
the entry for the Discovery Center.
12. Select the Discovery Center application and click Add, then click Close to dismiss the dialog.

Search: [Discove Search In: | Vault v | Search I
Selected Search: Vault Display 1 result(s)
Name Business Email Full Name

&  Discovery Center j.doe@company.... Jane Doe

Access

| Use accounts

| Retrieve accounts
| List accounts
Account Management
Safe Management
Monitor

| View Audit log
| View Safe Members

Workflows e

13. The Discovery Center and the Provider should now both be shown in the safe member list.

The Discovery Center instance running on the same machine as the registered Credential Provider should now be able to access the
accounts stored in the safe.
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The release of Discovery Center 4.14.3 introduced a new SharePoint connector to provide enhanced performance for operations
targeting SharePoint locations. This new connector uses modern APls when interacting with SharePoint Online to reduce the risk of
throttling and to provide other perfromance improvements. A pre-requisite to the use of these APIs is to authenticate using an Azure
AD registered application and certificate. The following provides details on how to set up an application in Azure AD to support this
authentication method. Details of how to create and use a credential record in the Discovery Center application to integrate with this
application, and ultimately connect to SharePoint Online are included in the Discovery Center User Guide.

Registering an Azure Application for a SharePoint Online tenant

The following provides steps for registering an application in Azure AD for the SharePoint Online tenant to be accessed with a
credential in Discovery Center. The steps include screenshots that were correct at the time of writing, but which may be outdated
following any changes to the Azure AD cloud interface. For the latest instructions on how to register applications in Azure AD see
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app.

Note: Discovery Center makes use of a Certificate credential type for authentication with the registered Azure App. As a pre-requisite
to this the public key element of a certificate must be uploaded to the Azure app with the private key element being uploaded to the
Discovery Center application. The steps below assume a certificate has already been created for this purpose.

1. Login to Azure AD as user with permissions to add and update App Registrations and navigate to App Registrations and

choose New Registration:

= Microsoft Azure £ search resources, services, and docs (G+/) [Ex .

Welcome to Azure!
>

Don't have a subscription? Check out the fallowing optins.

N

X
Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev
plus 12 months of popular free services. with Azure Active Directory. Tools for Teaching after you verify your academic status
Lean more Lesrn more & Lesrn e &

Azure services

mm mm -~ n — = -
:
+ - £ & = s ) % -
Create a Al resources App App Services Virtual Storage SOL databases hzure Azure Cosmos  More services
resource registrations machines accounts Database fo... DB

Navigate

mmn
Subscriptions [#4]  Resource groups EEE Al resources 1] pashboard
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Microsoft Azure P Search resources, services, and docs (G+/) l|

Dashboard >

App registrations =

|+ New registration | @ endpoints  ? Troubleshooting - Download [l Preview features P Got feedback?

‘ New registration ‘

‘ @ Want to leave the App registrations search experience preview? Click to leave the preview. =

@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will na longer provide feature updy]
Microsoft Graph. Learn more

All applications Owned applications

P Start typing a name or enter a full Application ID to filter these results

This account isn't listed as an owner of any applications in this directory.

2. Enter the name of the app, choose Accounts in this organizational directory only as the Supported account types, leave

the Redirect URL blank and select Register.

ure Active Directory admin center

& All services > andevtest >

Edll Dashboard Register an application

i= All services

% FAVORITES
" Mame

} Azure Active Directory . X . _— .
The user-facing display name for this application (this can be changed later),

:. Users

ActiveMav Discovery Center SharePoint Integration v

E.‘, Enterprise applications

Supported account types

Whao can use this application or access this API7

@ Accounts in this organizational directory only (andevtest only - Single tenant)

O Accounts In any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (opticnal)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web ' | | e.g. https://example.com/auth

Register an app you're warking on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =
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3. Select APl permissions and choose Add a permission, under Microsoft APls select SharePoint. Select Application
permissions and select the Sites.FullControl.All checkbox before selecting Add Permissions.

All services > andevtest > ActiveNav Discovery Center SharePoint Integration Request API permissions x
- ActiveNav Discovery Center SharePoint Integration | APl permissions =
<All APIs

P Search (Cirl+/) « () refresh | < Got faedback? SharePoint

hittps://microsoft sharepoint-cf.com/ Dacs
B Overview

& Quickstart @ SharePoint APIs are availzble via the Micresoft Graph API. You may want te consider using Microsoft Graph instead. *
@ The "Admin consent required" column shows the default value for an organization. However, uset
# Integration assistant will be used. Leam more
What type of permissions does your application require?
Manage . L.
Configured permissions Delegated permissions Application permissions

B Eranding Applicatians are authorized to call APIs when they are granted permissions by users/admins as p: Your application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without a
2 Authentication all the permissions the application needs. Learn more about permiszions and consent signed-in user.

Certificates & secrets  Add a permission  +* Grant admin consent for andevtest
. . Select permissions expand all
Il Token configuration API / Permissions name Type Description

P start typing a permission to filter these results
- AP permissions

~ Microsoft Graph (1)

Permission Admin consent required

@ Expose an API UserResd Delegated  Sign in and read user profile
HL Approles N sites (1)
y
Ak Cuwners To view and manage permissions and user consent, try Enterprise applications. =2 Sites Fullcontrol All (& e
2. Roles and administrators | Preview Have full control of all site collections

Sites Manage All @
B Manifest | sesl v o . Yes

Read and write items and lists in all site collections
Support + Troubleshooting Sites Read All @O

O Yes
Read items in all site collections
&® Troubleshooting

O Sites ReadWrite. All @

o Yes
& New support request Read and write items in all site collections
/' TermsStore
O Termstore Read All @ v
s

Read managed metadata

4. Select to Grant admin consent for the domain for the chosen permissions:
All services » andevtest > ActiveMav Discovery Center SharePoint Integration

- ActiveNav Discovery Center SharePoint Integration | APl permissions %

|f) Search (Ctrl+/) | “ O Refresh P Got feedback?

B Overview A You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

# Integration assistant

0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect

Manage will be used. Learn more
B Branding
3 Authentication Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

Certificates & secrets L S -
all the permissions the application needs. Learn more about permissions and consent

Il Token configuration
Add a permission |~ Grant admin consent for andeviest

API permissions dmin consent for andevtest

@ Expose an AP API / Permissions name Type DESCNID‘IIOI'I Admin consent requ... Status

B App roles ~ Microsoft Graph (1) o
& Owners User,Read Delegated  Sign in and read user profile No ver
& Roles and administrators | Preview v SharePoint (1) o
B Manifest Sites.FullControl All Application  Have full control of all site collections Yes A Notgranted for andevte,| <o+

Support + Troubleshooting
To view and manage permissions and user consent, try Enterprise applications.
2 Troubleshoating

B New support request
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5. Select Certificates & secrets and then Upload certificate before browsing to select the public key portion of the

certificate to use for authentication with the app (.cer, .pem or .crt file types are accepted).

Dashboard » andevtest > ActiveNav Discovery Center SharePaint Integration Upload certificate X
ActiveNav Discovery Center SharePoint Integration | Certificates & secrets =

Upload a certificate (public key) with one of the following file types: .cer, .pem, .crt

0 Search (Ctri+) « ) Got feedback? [ select a file =

B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable loce
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart

#' Integration assistant

Certificates

Manage
9 Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys

B sranding )
F
D Authentication I Upload certificate
I Certificates & secrets I T Upload certificate start date Expires contficate 10

I
Il Token configuration No certificates have been added for this application.

9 API permissions
& Expose an API
i app roles Client secrets
& Owners A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.
&, Roles and administrators | Preview
T~ New client secret

M Manifest
Description Expires Value Secret ID

support + Troubleshooting
No client secrets have been created for this application.
£ Troubleshooting

& New support request

Once these steps have been completed credential records can be created in the Discovery Center application to use for authentication
to SharePoint Online using this registered app. These credential records should make use of the private key portion of the certificate
that has been uploaded to the app, along with the Application ID and Tenant ID shown for the registered app.

Dashboard > andevtest >

g ActiveNav Discovery Center SharePoint Integration <

‘,0 Search (Ctrl+/) | « ] Delete & endpoints [ Preview features

L EE @ Got = second? We would love your fesdback on Micrasoft identity platform (previously Azure AD for developer), —

& Quickstart

#" Integration assistant 4 Essentials

Manage Display name 1 ActiveNav Discovery Center SharePoint Integration Client credentials : 1 certificate, 0 secret

— IAppI\[aIicr‘ (client) ID : €612c42f-22¢a-490a-a8b5-c7cc801cas96 I Redirect URIs : Add 2 Redirect URI

EE Branding
Object ID i 7c90d6f2-cc82-4674-afab-90264bbabacs Application ID URI : Add an Application ID URI

D Authentication - - . . .
IDl'edc-ry (tenant) ID : 92823352—33037%57*84!’0—2201&36&ebSI Managed application in L. : ActiveNav Discovery Center SharePoint Integration

Certificates & secrets
Supported account types : My organization only

{I!' Token configuration

Full details of how to create and make use of these credentials for interaction with SharePoint Online can be found in the Discovery
Center User Guide.

Note: The permissions required for the Azure AD registered app as detailed above are recommended requirements of the APls used
to interact with SharePoint Online. Microsoft has recently introduced the ability to assign Selected Site permissions, but
the feature is subject to change. For more information on the Selected Site permissions, please contact ActiveNav Support Team at

support @activenav.com.

72 o

activenav.com
on



Appendix 10: MIP Sensitivity Label Integration

Integration Overview

For Discovery Center to integrate with MIP Sensitivity Labels defined for an organization, it must communicate with the
organization’s Microsoft Office 365 instance with a given user account. This integration allows the Discovery Center application to

retrieve the valid set of published MIP Sensitivity Labels for the user account in question.

This integration is performed within Discovery Center using the Microsoft MIP SDK. This SDK is the only supported means of

integration provided by Microsoft for code level integrations and has some pre-requisites.

Note: The application making use of the SDK must be registered within the Azure AD environment of the Microsoft 365 tenant
where the MIP Sensitivity Labels are defined. Details from this registration must be provided to the SDK from within Discovery

Center’s configuration, along with the account of a user that has permissions to view and/or apply the labels.

Registering Discovery Center in Azure AD

The following details the steps required to register the an application within Azure AD to allow the app registration to then be used by
Discovery Center. The steps include screenshots that were correct at the time of writing, but which may be outdated following any
changes to the Azure AD cloud interface. For the latest instructions on how to register applications in Azure AD see

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app.

6. Login to Azure AD as user with permissions to add and update App Registrations and navigate to App Registrations and

choose New Registration:

= Microsoft Azure £ search resources, services, and docs (G+/)

Welcome to Azure!
P
>

Don't have a subscription? Check out the following optins

%

N

X
Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev
plus 12 months of popular free services, with Azure Adtive Directory, Tools for Teaching after you verify your academic status,
Lean more Lesrn more & Lesrn e &

Azure services

[T 1] 1] - n — = =
HER
—+ =5 - & = s %7 < -
Create a All resources App App Services Virtual Storage SQL databases Azure Azure Cosmos  More services
resource registrations machines accounts Database fo...

Navigate

amm
Subscriptions [#4]  Resource groups EEE Al resources 1] Dpashboard

73 o

activenav.com
on


https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

= Microsoft Azure P Search resources, services, and docs (G+/) l|

Dashboard >

App registrations =

|+ New registration | @ endpoints  ? Troubleshooting - Download [l Preview features P Got feedback?

‘ New registration ‘

‘ @ Want to leave the App registrations search experience preview? Click to leave the preview. =

@ Sterting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will na longer provide feature updy]
Microsoft Graph. Learn more

All applications Owned applications

P Start typing a name or enter a full Application ID to filter these results

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

7. Enter the name of the app, choose Accounts in this organizational directory only as the Supported account types, leave

the Redirect URL blank and select Register.

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Dashboard > App registrations >

Register an application

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications

* Name

The user-facing display name for this application (this can be changed later).

| Active Nav Discovery Center

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (andevtest only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user, Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

web e | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Paolicies
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8. Under Manage —> Authentication and Advanced Settings set Allow public client flows to Yes and Save.

= Microsoft Azure O Search resources, services, and docs (G+/)

Dashboard > App registrations > Active Nav Discovery Center

o) Active Nav Discovery Center | Authentication =

|/"3 Search (Ctrl+/) | &« I Save IX Discard 0 Got feedback?

B Overview ) .
Platform configurations

& Quickstart
, ] ] Depending on the platform or device this application is targeting, additional configuration may be required such as
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage = add a platform
| 1

&= Branding

I_:D Authentication I Supported account types

Certificates & secrets

Who can use this application or access this API?
Token configuration
@ Accounts in this organizational directory only (andevtest only - Single tenant)
=+ AP| permissions . . . . .
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
& Expose an AP|

. Help me decide...
44 App roles | Preview

el
ar, Owners

_ . . . . . =
& Roles and administrators | Previ... A\ Dueto ternporary differences in supported functionality, we don't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
Wl Manifest editor. Learn more about these restrictions,

Support + Troubleshooting Advanced Settings

&2 Troubleshooting .
Allow public client flows ©

E New support request

Enable the following mobile and desktop flows:

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more+]
* No keyboard (Device Code Flow) Learn more
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more

9. Under Manage => APl permissions, select Add a permission. Select the Azure Rights Management Services option,

select Delegated permissions, select the user_impersonation checkbox before selecting Add Permissions.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Dashboard > Ap

s 7 Active Nav Discovery Cente Request API permissions X
- Active Nav Discovery Center | APl permissions

€ All 4Pts

{\ Aszure Rights Management Services

Search (Ciri+/) (O Refresh | Got feedback?
B npsy/aadrm.comy Docs ¢
B overview t 7
Configured permissions What type of permissicns does your application requirei
& Quickstart .
‘applications are autharized ta call APis when they are granted permissi users/admins as part of the consent process. The it o | Delegated permissions Application permissions
#' Integration assistant nelude all the permissions the application needs. Leam more sbout pe e and cansent Vour application needs to access the APl s the signed-in user Vour application runs a5 s background service or daemon withaut a
signed-n user,
Manage
= Eranding API / Permissions name Type Description Admin consent req..  Select permissions expand s
D authentication  Microsoft Graph (1) Star typing 2 reply url o fier these resul
Certficates & secrets UserRead Delegated  Sign in and read user profle - Permission Admin consent required

11! Token configuration

AP permissions To view and manage permissions and user consent, fry Enterprise applications.

user_impersonation ©
@ Expose an AP| = - N
Creste and access protected content for users

N Permissions (1)

B pp roes | preview
£ ouners
& Roles and administratars | Prev

W Manifest

Support + Troubleshooting
£* Troubleshooting

& wew suppert request

Discard
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10. Select Add a permission again, select APls my organization uses and search for and select Microsoft Information
Protection Sync Service. Select Delegated permissions and select the UnifiedPolicy.User.Read checkbox before

selecting Add Permissions.

A e SN

Dashboard > A

strations > Active Nav Dis

Request API permissions X
-5 Active Nav Discovery Center | API permissions &

<

. Micrasoft Information Protection Sync Service

P search (crri+/ « (0 Refresh 0 Got feedback?
htps://psor.036ssymesenvice.com
B ovenview . N X . N
4 Vou are editing permission(s) to your spplication, users will have to consent even if they've sireadly dane 5o previously. What type of permissions does your application require?
& Quickstart
Delegated permissions Application permissions
' Integration assistant Configured permissions e e — - uns 5 2 bac . .
signed-in uger.
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of 9

Manage include all the permissions the application néeds. Leam more

= branding Select permissions expand sl
Add a permission t a it jevte

D authentication £ stant typing a reply url o filter these result

API / Permissions name Type Description Admin consent req.
Certificates & secrets Permission Admin consent reguired
.  Azure Rights Management Sere:
Il Token configuration

wser_impersonation Delegated  Create and access protected content for users
= AP per 5

¥ Micresoft Graph (1)
@ Expose an 491

N unifiedpolicy (1

Unifiedeolicy UserRead ©
Read all unified palicies a user has access to.

UserRlesd Delegated  Sign in and read user profile

2 app roles | Preview
|-

)

view and manage permissions and user consent, try Enterprise application

& Roles and administrators | Prev:
M Manifest

Support + Troubleshooting

2 Troubleshooting

& New support request

11. Finally, select to Grant admin consent for the domain for the chosen permissions:

Azure Ac

e Directory admin center

Dashboard > andevtest » Active Nav Discovery Center

L et = Active Nav Discovery Center | APl permissions  #

All services

* FAVORITES [ search (cirl+) | « () Refresh | < Got feedback?

B Azure Active Directory B Overview

Configured permissions

& Users

L & Quickstart
Applications are authorized to call APIs when they are granted permissions by users/admins a5 part of the consent process. The list of col

Enterprise applications all the permissions the application needs. Learn more about permissions and consent

# Integration assistant

Manage 1+ Add a permission | v Grant admin consent for andevtest |
& Branding AP / Permissions name ‘i Grant admin consent for andeviest Admin consent req...
9 Authentication “ Azure Rights Management Servic
Certificates & secrets user_impersonation Delegated  Create and access protected content for users -
{I! Token configuration “V Microsoft Gra
I - API permissions I User.Read Delegated  Sign in and read user profile -
@ Expose an AP “ Microsoft Information Protection
&2 App roles | Preview UnifiedPolicy.User.Read Delegated  Read all unified policies a user has access to. -
IE Owners
% Roles and administrators | Preview

B Manifest

Support + Troubleshooting
Vs Troubleshooting

& New support request
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Discovery Center System Setting requirements

Once Discovery Center has been registered as an app in Azure AD, some of the app registration details need to be applied to the
Discovery Center System Settings for the integration to be successful. To find the relevant details in Azure, navigate to the app
registration Overview page where the values for the App Name, Application ID, and Tenant ID are available and can be copied to

the clipboard:

Azure Active Directory admin center

Dashboard > andevtest

- Deshboare i Active Nav Discovery Center =
= All services
%  FAVORITES P Search (Ctrl+/) « 8 Delete @ Endpoints [E Preview features
» Azure Active Directory B ovniaw A Essentials
&h Users & Quickstart Display name : Active Nav Discovery Center
=—'.= Enterprise applications o Wieghtion Al Application (client) ID : a257¢3f2-5461-4d82-a642-722793a103c¢

Directory (tenant) ID : ec82da52-3303-4b57-84f0-2a01e3681eb5
Manage Object ID ! 31791ad8-35b4-4026-a665-836215a284b9

& Brandina

These values can then be applied to the MIP Settings section of the Discovery Center System Settings page and the credential of
a user who has permissions to the MIP Sensitivity Labels published for the Microsoft 365 tenant.

The user account for this integration must have a username and password defined; the MIP SDK does not support the use of an app

password for Multi-Factor authentication in the way that other Azure AD apps do.

The account used for this integration must have access to the MIP Sensitivity Labels defined in the Microsoft 365 tenant being used. This
permission is dependent on the MIP label policies published in the Microsoft 365 Compliance Center. Essentially, suppose a user account
has permissions to read and apply labels to files using other tools, such as directly in MS Office apps or through the Azure Information

Protection Unified client. In that case, they will also have permission to do so from Discovery Center via the SDK integration.

Whenever any protection has been applied to a file with an MIP Sensitivity Label, if the user account used for the integration has
permission to read the protected file, it will also be able to read and apply MIP Sensitivity Labels. Therefore, it is recommended that the
user chosen for the integration is granted permission using an MIP Sensitivity Label policy to read and apply all labels that have been
published for an organization. The user should also have permission to access any protected files. Beyond this, no specific MIP-related

admin permissions or roles are required for the integration to work successfully.

77 o

activenav.com
on



Discovery Center
Home || Network Map || <) A2 <=l -h) | Metadata IndexesHActivityHReporting and Actions
Licensing | Users and Roles | Credential Management HLAEITEC 100 Fmail Configuration

‘ Scheduling Constraints

Indexing and other network intensive tasks cannot be carried out during the following times.

Add Schedule Constraint

No schedule constraints have been defined.

Times displayed in (UTC+00:00) Dublin, Edinburgh, Lisbon, London (GMT Summer Time)

Global Settings

Maximum number of skim threads 5 o
Maximum number of threads 5 o

Maximum number of values for a field 100 o

Export location C:\dev-install\Exports\ o
Show Disclaimer false o
Enable Custom Queries false o
VUM Warning (Percentage) 90 o
Edit

MIP Settings

MIP settings have been successfully validated. 0
If the MIP settings are updated, the ANScheduler service must be restarted for the changes to be applied.

MIP 0365 Tenant ID 5123ad5a-ab71-78f1-82b1-abc6a89e4ale o
MIP 0365 Tenant Locale en-US o

MIP 0365 App ID 12ac34fe-56a7-89ab-dc08-e9f62805g224 o
MIP 0365 App Name ActiveNav MIP Labelling PoC o

MIP 0365 App Version 1.0.0 o

Discovery Center Credential for MIP  MIP User o

MIP 0365 Cloud Type Commercial o

Edit
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Appendix 11: Exchange Online ROPC
Authentication

Resource Owner Password Credentials (ROPC) Authentication

Discovery Center must authenticate using a secure token obtained from an Azure Active Directory registered application when using

the Discovery Center Exchange Connector for indexing and report actions on Exchange Online mailboxes.

The OAuth 2.0 ROPC Grant authentication flow (see https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc

for details) uses secure tokens. These tokens are provided following authentication to an Azure AD registered application using

Discovery Center username and password credentials and are then used for interaction with Exchange Online.

To enable ROPC in Azure Active Directory, either use ActiveNav Exchange Connector multi-tenant application or

register your application in your Azure Active Directory tenant.

e If using the provided multi-tenant application, follow the instructions in the section titled ActiveNav Exchange Connector Multi-

Tenant Application.

o If registering your application, follow the instructions in the Registering an Application for Exchange Connector ROPC

Authentication and Using the Registered Application with Discovery Center sections.

Note: This only applies to Exchange Online. On-Premises Exchange instances will use the username and password credential

for NTLM authentication.

ActiveNav Exchange Connector Multi-Tenant Application

By default, the ActiveNav Exchange Connector uses the ActiveNav Exchange Connector Multi-Tenant Application for
authentication. The application must be granted tenant-wide admin consent on the tenant that the connector needs to authenticate

against to be successful.

To grant tenant-wide admin consent, take the following steps:

1. Navigate to URL: https://login.microsoftonline.com/common/adminconsentclient_id=182cffc8-d45a-49ad-972f-

2267 5ceeaf2f&redirect_uri=https://activenavcustomerportal.blob.core.windows.net/an-customer-

resource/ExchangeConnector.html

2. Sign-in as a user on the Azure Activity Directory tenant who has one of the following roles:
Global Administrator
Application Administrator
Cloud Application Administrator.
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https://login.microsoftonline.com/common/adminconsent?client_id=182cffc8-d45a-49ad-972f-22675ceeaf2f&redirect_uri=https://activenavcustomerportal.blob.core.windows.net/an-customer-resource/ExchangeConnector.html

3. A consent prompt will display, detailing the specific permissions the multi-tenant application is requesting. Review the

information and select Accept.

BY Microsoft
devadmin@andevtest.onmicrosoft.com

Permissions requested
Review for your organisation

@ ActiveNavExchangeConnector
@M Active Navigation (UK, HQ) &

This app would like to:
s Read all users' basic profiles
~ Read user and shared mail

v Access mailboxes as the signed-in user via Exchange
Web Services

If you accept, this app will get access to the specified resources for
all users in your organisation. No one else will be prompted to
review these permissions,

Accepting these permissions means that you allow this app to use
your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

4. This will redirect the user to the URL below, which displays a message confirming that tenant-wide admin consent has

been successfully granted to the application. Note that {Tenantld} will be replaced with the identifier for the tenant where
consent has been granted.

https://activenavcustomerportal.blob.core.windows.net/an-customer-

resource/ExchangeConnector.html?admin_consent=True&tenant={Tenantld}

Registering an Application for Exchange Connector ROPC Authentication

The following steps detail what is required to register your own Azure Active Directory application and use this for ROPC
authentication when connecting Discovery Center to Exchange Online. The steps include screenshots that were correct at the time of
writing, but which may be outdated following any changes to the Azure AD cloud interface. For the latest instructions on how to

register applications in Azure AD see https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app.

1. Login to Azure AD as a user with permissions to add and update App Registrations and navigate to App

Registrations and choose New Registration:
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= Microsoft Azure £ search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the fallowing optians.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free services.

Learn more

[

Manage Azure Active Directory

Manage access, set smart policies, and enhance security

with Azure Active Directory.

View Learn more &'

.
.

VLA

9

Access student benefits

Get free software, Azure credit, or access Azure Dev
Tools for Teaching after you verify your academic status.

Learm more &

Azure services

[T — = =
—|— % (:g [ @ | — sl ] < 3
Create a Al resources App App Services Virtual Storage SQL databases Azure Azure Cosmos  More services
resource registrations machines accounts Database fo...
Navigate
[ 1] ~
Subscriptions [ 1] Resource groups ZEE  Allresources 4] Dpashboard

2. Enter the name of the app, choose Accounts in this organizational directory only as the Supported account types, leave
the Redirect URL blank, and select to Register.
= Microsoft Azure 2 Search resources, services, and docs (G+/)
Dashboard > App registrations >
Register an application
Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications
* Name
The user-facing display name for this application (this can be changed later).
| Active Mav Discovery Center
Supported account types
Who can use this application or access this API7
| @ Accounts in this organizational directory only (andevtest only - Single tenant) I
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
O Personal Microsoft accounts only
Help me choose..,
Redirect URI (optional)
We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios,
web R | | e.g. https://myapp.com/auth
By proceeding, you agree to the Microsoft Platform Policies =
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3. Under Manage —> Authentication and Advanced Settings set Allow public client flows to Yes and Save.

= Microsoft Azure O Search resources, services, and docs (G+/)

Dashboard > App registrations > Active Nav Discovery Center

o) Active Nav Discovery Center | Authentication =

|/"3 Search (Ctrl+/) | &« I Save IX Discard 0 Got feedback?

B Overview ) .
Platform configurations

& Quickstart
, ] ] Depending on the platform or device this application is targeting, additional configuration may be required such as
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage = add a platform
| 1

&= Branding

I_:D Authentication I Supported account types

Certificates & secrets

Who can use this application or access this API?
Token configuration
@ Accounts in this organizational directory only (andevtest only - Single tenant)
=+ AP| permissions . . . . .
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
& Expose an AP|

. Help me decide...
44 App roles | Preview

el
ar, Owners

_ x
& Roles and administrators | Previ... A\ Due to temporary differences in supported functionality, we den't recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
M Manifest editor. Learn more about these restrictions.
Support + Troubleshooting .
Advanced settings
&2 Troubleshooting .
Allow public client flows ©
E New support request
. . . a o >
Enable the following mobile and desktop flows: |_ No )

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more+]
* No keyboard (Device Code Flow) Learn more
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more

4. Under Manage => APl permissions choose to Add a permission. The following Delegated permissions will need to be
added for the application.

API Name

Microsoft Graph User.ReadBasic.All
Office 365 Exchange Online Mail.Read.All
Office 365 Exchange Online EWS.AccessAsUser All

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission | v Grant admin consent for andevtest

API / Permissions name Type Description Admin consent required Status
“ Microsoft Graph (1)

User.ReadBasic.All Delegated  Read all users’ basic profiles MNo
“ Office 365 Exchange Online (2)

EWS.AccessAsUser Al Delegated  Access mailboxes as the signed-in user via Exchange ... Mo

Mail.Read Al Delegated  Read user and shared mail Mo
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5. From the same page, grant admin consent for the application and selected permissions on the domain by selecting Grant

admin consent for {tenant name}, where {tenant name} is the name of the tenant where tenant-wide admin consent is

being granted.

Using the Registered Application with Discovery Center

This section details the action required to reference your own registered Azure AD Application from Discovery Center for use when

performing ROPC authentication Exchange Online.

Navigate to the Overview page for the registered application to obtain the Application (client) ID. This will be used to add the below
setting value in the Discovery Center application configuration files, where {Applicationld} is replaced with the Application (client) ID.

<ActiveNavigation.ConnectorsFramework.Exchange. Settings>
<setting name="AuthClientId" serizlizelAs="String">
<value>{ApplicationId}</value>
</zetting>
</ActiveNavigation.ConnectorsFramework.Exchange.Settings>

This setting will need to be added to the following Discovery Center configuration files, where {install location} is the installation

directory chosen when installing Discovery Center.

a. {install location}\Analysis\ANAnalysis.exe.config

b. {install location}\Scheduler\SchedulerTasks.config

c. {install location}\Scheduler\ActiveNavigation.Scheduler.exe.config
d. {install location}\Skimmer\ANSkimmer.exe.config

For assistance with locating and updating the Discovery Center configuration files, please contact ActiveNav Support.
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Appendix 12: Prerequisites for Preserving
NTFS File Owner

The restore of the File Owner to the state prior to labeling will be performed by the Credential applied to target location in Discovery
Center. To successfully change the File Owner, this credential must meet the following criteria:

e It must have Full Control permission on the target file share;

e |t must be assigned SeRestorePrivilege. This is most commonly obtained by being a member of the Backup Operators or

Administrators group.

Furthermore, if the credential being used to perform the File Owner update is a Local (non-Domain) account, Windows User Account
Control (UAC) may prevent the file owner being updated. To circumvent this Microsoft suggest a workaround whereby a registry entry

is set to disable UAC for remote connections, detailed here: https://docs.microsoft.com/en-us/troubleshoot/windows-server/windows-

security/user-account-control-and-remote-restriction .
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Appendix 13: Common Problems

How to Troubleshoot Installer Problems

Most installation problems with the Discovery Center are related to pre-requisite software, user account permissions, or both.

Please refer to the installation instructions and check that each step has been followed.

If problems persist, run the installer from the command window and generate a log file to locate the problem:

1. Open a command window and run the following command where <ActiveNavigation.Setup.msi> is the name of your
Active Navigation setup file.
msiexec /package <ActiveNavigation.Setup.msi> /I* install.log

2. Follow the steps in the installer in the usual way until the installer fails.
A file named install.log will be generated in the same folder as the setup.msi script. Open the log file using a text editor and

search for Value 3; this will highlight where the error lies. If Value 3 doesn‘t exist, contact ActiveNav Support.

Common Installation Problems
Below are some common installation problems and their solutions.

Installation fails, and the log indicates that ”’The library drive or media pool must
be empty to perform this operation. Exception from HRESULT 0x800710D3”, or
the Discovery Center web Ul displays ’Server Error in ‘/* Application.”

Ensure ASP.NET v4 has been installed and registered with IS by following the instructions provided in the .NET Framework section
of this guide.

Installation fails with ”’Scheduler identity validation” message

The installer might display a message with the text "the user has not been granted the requested logon type at this
computer, and user must be given ‘Logon as a service right”, even though the Local Policy Manager application has been
used to assign the Logon as a service right. To resolve the issue, exit the installer and install using the following command-line

options:

VALIDATE_SCHED_USER=no
VALIDATE_APP_POOL_USER=no

Installation Fails with ”Could not load file or assembly.”

This error indicates some missing pre-requisites from the SQL Server Feature Pack. If the SQL Server installation is on a separate
server to Discovery Center, the SQL Server Feature Pack Components must be installed on the Discovery Center Server. SQL Server

Feature Pack Components are detailed in the Discovery Center SQL Server Database Requirements section of this guide.
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Visiting Discovery Center Shows Only ’Page not found” or ”’404.2 Not Found.”

IIS has not been configured to allow ASP.NET v4 Web Service Extensions. Enable this using the IIS Manager application ISAPI
and the CGI Restrictions configuration option.

Visiting Discovery Center Shows Only ”Server Error ‘/‘ Application” or ”Unknown
Error”

Ensure ASP .NET v4 has been installed and registered with IIS by following the instructions in the .NET Framework section of this
guide.

Cannot See All Tabs in the Discovery Center Interface

The Discovery Center tabs are hidden if the logged-in user is not mapped to relevant ActiveNav roles. Log in as an ActiveNav
System Administrator, and from the User Access tab, map the correct users to the necessary roles.

Test Index Fails with Error ”’start location not found.”

By default, an index will use the Scheduler Service account credentials to access index files. If the Scheduler has insufficient
rights to the test data set, the text index will fail. Grant the failing index specific credentials or change the Scheduler Service credentials.

Downloaded Connector Files are Blocked from Execution After System Upgrade

A connector package downloaded directly to a server system and copied as part of an upgrade may cause local system policies to mark
the zip file and contents as downloaded from a remote system, preventing execution.

Installing connector files marked in this way as part of an upgrade will cause errors like this:

System.NotSupportedException: An attempt was made to load an assembly from a network location which would
have caused the assembly to be sandboxed in previous versions of the .NET Framework.

Follow these instructions https://msdn.microsoft.com/en-us/library/ee890038.aspx to unblock the individual DLLs installed for the

connector.

Using ActiveNav Support

The ActiveNav Support Center allows you to create and track support tickets, review Knowledge Base articles, and access product and

documentation downloads. New customers and partners can register on the support site to gain access.

http://support.activenav.com
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purpose.
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